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1 Introduction

Catalyzed by frequent security incidents, network information security has risen to a national strategic level, Security testing and evaluation are an gssential pa.rt of
information security assurance measures. Article 38 of the National CGyber Security Law stipulates that "Operators of critical information infras;ructure shall conduct
inspections and assessments of the security and possible risks of their networks at least once a year on their own or by entrusting a network security service agém@y to do so."
From the frequ'ent exposure of important security vulnerabilities and related events every year, we can know that only continuous security testing and evaluation can
achieve effective sacurity defense results.

As network security receives more and more attention from people, penetration testing, as a means of most realistically reflecting the security risks
fax_isting _in_inf_nrmatinn systems, has attracted more and more attention. Among seu_:uri’rg..r detec:tiunland evaluation technologies, penetration testing is widely
considered to be the best test of system security because it is closest to real-world attacks. Performing these tests typically requires a signi_ﬂca nt amount of ﬁme
from highly skilled personnel to' p%rform, and ideally the engineers performing these tests need to meet or exceed the skill level of potential attackers.

TEerefore. it is necessary to develop such-a-penetration testing platform that can carry out active attacks on the system, provide basic functions such as detecting security

vulnerabilities in the system, and test the impact of new attack technologies, and simulate attacks through the penetration testing services provided by the penetration testing platform.

Evaluate the security of application systems and equipment.

2 Requirements analysis

Since the existing network penetration testing theory is still in the process of rapid development and change, the corresponding practical technology also relies heavily on the

personal technical level of network security experts. Through the construction of "automated penetration testing platform”, on the one hand, it solves the problem that security managers
have limited technical level and cannot master effective penetration testing knowledge in a short time. On the other hand=-due to the expensive and high cost of the tools on the market,
it is impossible to truly To meet practical purp-oses such as simplicity and ease of use for users, the constructi.nn of this platform can provide some simple and easy-lo-use .tunls____f_cl_r_thuse
with a certain-prefessional foundation. Tf-ua -cnnnstrul:‘:tiun of thr:; entire platform needs to meel the following req uiremenits:

(1) Detect the security of the target network

Penetration testing, as the main means of netwark system security testing, can effectively evaluate the target network security problems and possible

risks of. The "automated penetration testing platform” supports penetration testing of the target network according to the actual needs of the user, and obtains the target
i i -
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Metwork data information. At the same time, the platform has a large number of built-in attack templates and tools. Through simple configuration, users can conduct penetration attacks on
the target network, detect vulnerabilities and risks in lhg llarget, and determing the security of the target network.
(2) Automated vulnerability verification
Vulnerability exploitation is an extremely important part of penetration testing. Accurately determining the exploitability of selected vulnerabilities is the most crilica.l slep before
1..rulners.l_l:nilit.;,r exploitation. Single analysis is extremely prone to risky errors. The "automated penetration testing platform” supports the import of missed scan reports from other
manufacturers to uerif-,r'u_uhelher key high-risk vulnerabili.ties can be éxpl:ﬁed. providing convenignce for penetraﬁcﬁiesiing and prnmptipg users to discover and repéir key critical

vulnerabilibies as soon as possible, Security Risk,

{3) Professional penetration testing report
As a summary of the penetration test, the penetration test report determings the final result of the penetration test. The traditional manual penetration test report depends
on the professionalism of the penetration tester, which can easily lead to a situation where the test report is not p!‘ofessional elTuugh. The "automated penetration testing
plalffnrr'_n" su ppnl_'ts tlhe gerjer.atiar:l _c:.f pr_uft.aasic:nal t_es_t repnrts., supppﬂs m ultiple file formats :El.nd multiple repmt temn pl.f,ltes for use in _dﬁferent sScenarios, Ensuring that users

can resolve the vulnerabilities of their networks or devices based on the reports.

3 Product Introduction

3.1 Product introduction

"Automated Penetration Testing Platform® is a platferm that intagratesﬂnd'md s of vulnerability templates and penetration testing methods to support autumaﬁd
penetration testing of various network devices and hosts. Attack 11_19 real production enviEmenf through a '-_'ariet'yff TEfsting methods bailt inta the platfarm fo realize the test platfiorm, Through i_nﬁ:urmmiun detection,
Vul.l'l.e.'l‘ﬂbilily uer?ﬂcali_cnn, 'n.rulnerabilil;.r explnitati.p.r[, pgne_tration atl:ac.ks. _anpl re.pc:r.t generation of F'Iatfqrm F.nfenl.rn_:rrk qnd equipmerr'lt. the efﬁciency, cunveniencf;, cumpleteness.
and accuracy of penetration testing are improved.

3.2 System architecture
The construction of the "automated penetration testing platform™ is based on the Ruby language and adépté a highly modular design. Generally speaking, it is divided

into 4 parts: basic libraries, modules, interfaces and other third-party integration tocls or plug-ins.
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> Basic library
The basic library is the core part, and other functional mpdules are mupleﬁ together through it. It r'l.at ur_‘nly provides interaction with various funcljonal parts, but is
also respﬂnsibl_e for prnjec.t marjagement, sessinﬁ ma_ntagement, log ma nflgemenl, etc_. _
1) Framewaork base library
The framework basalllbrary is responsible for implemeanting all intgracl'wa interfaces with various types of uppar-laygr modules and plug-ins.
2) Framework core library
The framework core Iibrary_extands the .framewnrk basic library, provides simpler packaging routines, and provides some functional classes that do not handle various
aspects of the framework fo suppart user interfaces and functional programs that call the framework’s own functions and framework integration modules,
3) Ruby basic library
The Ru.by base library is the most basic components on which the entire-framework depends, such as wrapped network sockets, network application
protocol client and server implementation, logging subsystem, penetration attack support routines, Po penetration greSQL and MySQL database support
wait.
> Module

The madule part is the part closely related to vulnerabilities and vulnerabilities in security detection, and is loaded and used by the framewark, According 1o the penetration testing process
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The different uses in each link are divided into auxiliary modules, penetration attack modules, post-penetration attack modules, payload modules, null command
modules, encoder modules, etc. These modules have a very clear structure and a predefined interface-can be loaded into the detection system framework, and
can be combined to support penetration testing tasks such as information collection, penetration attacks, and post-penetration attack expansion.

1) Auxiliary module

It provides a large number offauxiliary module support in thej:lpnetratiﬂn information collection process, including scanning and enumeration of various network services, building
— [} | :

fake services to collect login passwords, password guessing and other modules. In addition, the auxiliary module also includes some penetratioﬁ attacks that do not require Ioadind af
attack loads and are often not intended to obtain remote control of the target system. The entire information collaction is mainly divided into the following three steps
(1) Verify whether the %ystem is running: Determine whether the target system has been turned on and whether it can communicate with our computer.
communicate or interact with each other. Log all active computers that responded.
(2) Scan system ports: Used to identify which ports are opened and which services are running on a specific host. When scanning a
single port of the_ systen'_\, keep records and save the output resfliltsuof all tools.
(3) Scan the system for vulnerabilities: Vulnerability scanning is a process of identifying known vulnerabilities in services and software

running on the target computer.

Commonly used tools and methods are as follows:

Ping: Ping is a specific-type of network packet, called an ICMP packet. In addition to telling us that a certain host is active
and receiving traffic, the ping packet also provides other valuable inforl_'natic-n, including the round-trip time of the packet. .
Port scanning: The purpose of port scanning is to identify which ports are open on our target system and determine which

services are started.

ACK scanning: The scanning host sends ACK packets to the target host. Obtain the port information based on the returned RST packet. If

the TTL value of the returned RST packet is less than or equal to 64, the port is open, otherwise the port is closed.

FIN scan: In FIN scan, after a data packet with the FIN bit set is sent, if the target host responds with an RST packet, it means the port

is closed, and if there is no response, it means it is open.

Connect() scan: This scan attempts to perform "three-way handshake" communication with each TCP port. If it can be successfully established
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If connected, it proves that the port is open, otherwise it is c.lusfad.

SYN scanning: The scanner sends a SYN packet requesting a connection to a port of the target host. After receiving the SYN!AC}(, the scanner
does not send an ACK response but send_s an RST pachat requesting a disconnection. In this way, the three-way handshake is not mmpleted and a
normal TCP connection cannot be established. SYN only needs to send the initial SYN packet to the target host. If the port is open, it will respond with a
SYN-ACK packet; if it is closed, it will respond with an RST packet;

NULL scan: The principle is to send a data packet without any flag bit set to the TCP port. In normal communication, at least one
flag bit must be set=According to the requir_ements of FRC793, when the port is closed, if a packet is received without any flag bit S%ﬂ:ag
bit in the data field, then the host should discard this segment and send a RST packet, otherwise it will not respond to the client computer
that initiated the scan. That is to say, if the TCP port is closed, it will respond with an RST packet, if it is open, there will be no response.

Dump Scan: Also known as |dle Scan or Reverse Scan, a third-party zombie computer scan_i_s applied when sca:miming-a host. The
zombie host sends a SYN packet to the target host. The target host port responds to SYNJACK when it is developed, and returns to RST when
i 6 closedl. The Zems hest respends to RST t© SYNJACK, but doss net respend o RST. Wieh seenmiag {em & Zemlbis @

Continuous ﬁﬁgs-frcm the computer to the zombie host. Check the 1D field of the Echo response returned by the zombie host to determine the target
Which ports on the host are open or closed.

The data that can be detected includes: IP, network segment, domain name, port, operating system version, application of each port, web application,
mail application, version information, service information, domain name registrant information, website poster 1D in web application, Administratnrd'name,
protection information, etc.

2) Penetration attack module

Code components that use discovered security vulnerabilities or configuration weaknesses to attack remote target systems to i_rnplant and run attack paylclzads to
gain access control to the target system. The penetration aﬂa;k module in t.he platform framework can be based on the location of the exploited security vulnerability.

Locations ara dividad into two categones: active panetration attacks and passive panetration atlacks.

Active penetration attack: The security vulnerability &xpl'ﬁﬁed is located between the network server software and the upper-layer applications carried by the server software.

, because these services usually open some listening ports en-the host and wait for client connections, by connecting to the target system network service
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Services, inject-seme specially constructed ne_hnmrk request content containing "evil" attack dr:_ita, trigger security vulnerabilities, and cause the remote
service to execute the attack payload contained in the "evil" data, thereby obtaining the control session of the target system. Active penetration attacks against
nefwork ggr*@m an_a tra::!itio:‘lal peneatration atl‘ar;k_s.

Passive penetration a‘[t.ack: The epr?it 'u‘rulnerahility is Iucatgd in clieqt s_crl’tware, su;:h as browsers, browsing plug-ins, email clien_ts. office and Adobe
and other dncumant_and editing software. For this type of S:acur_ity vuln;erability that e;_r.iats in client software, we cannot ac:tiw_al_yr input data_ into the client Sof‘twa_re
remotely, so we can only use passive penetratiop attacks. That is, constructing "evil" web pages, emails or document files, and setting up servers containing
such malicious content, sending email attachments, combining social engiﬁeering attacks to distribute and trick target users into opening them, and combining
network deception and hijacking techniques. Waiting for users on the target systemn to access these contents, thereby triggering security vulnerabilities in the client
software and giving a shell session thal controls the target system. Passive penetration attacks on client software can bypass network _tmundaryr protection measures
such as firewalls. The two most common types of passive penetration attacks are browser software vulnerability -E.IJ['[EGKIS and file format vulneral:rilit_y attacks.
hole attack.

3) Pnst—penetraﬁnn atl:,ack maodule

The post-penetration attack module mainly supports after the penetration attack obtains remote control of the target system, with the help of the poweriul control function of the
payload platform, various post-penetration attack actions can be carried out in the controlled systemn, such as obtaining sensitive information and further developing-the syslern_. , iImplemeant
springb-nar-d attau:k.s. clean up traces a!'u:l iither_an:.tivities.

4) Attack payload module

The attgt:k pa.ylaad is a piece of implanted code that prompts the target system to run after a successful penetration attack. Itis ulsuallz,-r used to open a control
session connection on the target system for the penetration attacker. In traditional penetration code development, the attack payload is just a ShellCode code with a
simple function, compiled in assembly Iangtfage and converted into machine code supported by the CPU architecture of the target system. After the penetration attack
triggers the vulnerability, the program execution process is hijacked and jumped. Enter this machine code and execute it to complete the single function
in||.'4l.-r!|l.-u|.=d in ShelCoda,

5) Empty command module

Mo-op instructions (NOP) are some no-operation or irrelevant operation instructions that do not have any substantial impact on the running status of the program. The most typical are
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A type of empty instruction is a no-op, and the opcode on the X86CPU architecture platform is ox90. When a penetration attack constructs an "evil®
data buffer, it is often necessary to add an empty command area before the Shellcode that is actually to be executed. This way, when the penetration
attgck is triggered and the ShellCode is executed, there is a larger safe_la_ﬂd_ing zone, thare'b_v avoiding ShellCode execution failurg caused by memary
address randomization, return address calculation deviation, etc. improves the reliability of penetration attacks.

6) Encoder module

After the attack payload and the empty command module assemble a command 'sgquence, before this command is added to the "evil" data buffer by the
penetration attack module and handed over to the target system for rqnning, the platform framework-still needs to comp_lata awvery impnr’tant process - encoding. . The_ first
mission of the encoding module is to ensure lh_al the attack payload does not contain "bad characters" that should be avoided during the penetration attack, The saéond
mission of the encoder i_s to "avoid killing" the attack load, that is, to avoid detection and I;_tlc_mking by anti-virus software, |DS intrusion detection system and IPS
intruslon preventon syslem.
> Interface

The interface part provides a variety of user interfaces, such as Web interface, AP interface, command Iine._interfac._e. and import interface.

Web interface: Provides an application interface for Web-related automated penetration, which can quickly call web-based vulnerabilities, XS5, SQL injection

and othertools and application technologies;

APl interface: AP| interface that provides system-related data permissions to facilitate customized development-and special scenario applications
according to user needs;
CemmandinelnterfacedRiardestalcommandlinelnterfaceqwhictleaniiatiitate;penetrationjpersoneefwitbsanalpratessionalfandiiechnica fskilsfanalseligftechnicalialind ation)
to directly call platform-related functions and perform related tasks through the command line interface;

Import interface: supports the import of relevant tools and materials such as scripts, tools and data to further expand-and improve the functions of the

platfarm

> Other parts

The use of third-party security tools such as Nmap expands the basic capabilities of the framework, and can quickly develop and integrate additional functions,

such as Nessus, OpenVAS vulnerability scanners, etc., further improving the platform’s automated penetration capabilities and penetration success rate.
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3.3 Network architecture
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In order to meet the needs of users for remote use, the "automated penetration testing platfqrm" ;dnpts the currently popular three-layer st_ﬂoda architecture.
The presentation layer runs on the client and consists of dynamic Web pages and Web browsers, which is the interface of the system. The human-machine
interface part handles the interaction with the user, including user login. setting policies, and executing penetration. Operations such as testing and querying reports. In
order to improve the security of the system, the HTTPS protocol is used to communicate with the server
The functional layer runs on the server. It encapsulates the business logic module of the network security assessment system, including the control and management madule,

information collection module, vulnerability analysis module, penetration attack module, and report generation module. It is the main body of the assessment system and is responsible for

responding. Web client requests.

The data layer is located at the bottom of the system framework, including database platform, database software and system data. It is responsible for

storing and managing data, processing and realizing data requests from the functional layer. The three-tier systermn structure of B/S can easily manage and maintain

data, and separate data and applications. which not only achieves system stability, but also improves system scalability, thereby improving system integrity.
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able.

4 product features

Build an "automated penetration testing platform” based on professional penetration processes to implement active attacks on networks or devices, provide basic
functions such as detecting security vulnerabilities in the system, and test the irnpar:tﬁ new attack technologies, fully satisfying users' needs for security detection and evaluation

work. nead.,
4.1 Automated penetration testing
The construction of the automated penatration function mainly invelves discovering the targel's open ports and services through a series of processes such as vulnerability scanning,

vulnerability exploitation, and permission acquisition. Based on the detected information, the system exploits vulnerabilities to further obtain target permissions. The specific

content is as follows:
= Vulnerability Scan
The vulnerability scanning module includes two different modes: quick scanning-of vulnerabilities and detailed scanning of vulnerabilities. Quick scanning

of vulnerabilities mainly targets various targets such as Windows hosts, Linux hosts, Web sites, network devices, etc., to conduct quick scan tests to determine the host

online status and port openings. , operating system version and other information, and generate a report based on the results.
|
Detailed vulnerability scanning is based on tens of thousands of built-in detection termplates and vulnerabilities, and uses functions such as Web vulnerability scanning, operating
system vulnerability scanning, weak password detection, etc. to proactively analyze all weaknesses, technical flaws or vulnerabilities of the system under test, and generate a

information, scanning history, etc. As s_hwm below:
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> Exploit
Wulnerability exploitation is based on the vulnerability scanning results, custom-selecting vulnerability exploitation modules with different risks, and executing penetration of the target vulnerability

altack Al the same tme, the platform supports the import of scanning results and vulnerability verification from a variety of third-party security scanning tools, automatically identifying and importing reports,

In tha systam, choose to conduct panetration verification on the imported host and corresponding vulnerabilities, Aller confirming thal the vulnerabilities are real, you can attack. Support includes: Green Alliance Extreme

Light, Venus Sky Mirror, AppScan, NeXpose, Acunetix, Core Impact, Nessus, NetSparker,

Nmap et al. As shown below:
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(Exploit interface)

= Permission acquisition

After the vulnerability is successfully exploited, the system supports selacting a seres of execution codes and execution codes written according to the vulnerability explniaﬁun method based on the penetration results.
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Script program to achieve the acquisition of target permissions.

4.2 WEB application testing

Integrated web scanning, testing, and auditing functions can easily scan and audit web applications, and support the detection and verification of
vulnerabilities such as SCL injection, X585, upload Fulnerabilities. and command execution,

The platform supports crawling the specified m_ﬁge of web pages for the input URL, and using the Web testing module to test the pages, including:
automatic testing of the latest top ten Web s~e3~|::.=.1|riﬁ_,r vulnerabilities Iis_ted by OWASP, misconfiguration of the Web server, and cross-site hsgéi;_::ting attack

vulnerabilities. |, local file inclusion and remote file inclusion, SQL injection vulnerability, file upload vulnerability, remote code execution vulnerability or remote command

Ll i

execution and other vulnerabilities.
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{(Web application testing)
4.3 Intelligent vulnerability verification
The "automated penetration testing platform” has powerful vulnerability verification and matching functions, is fully compatible with third-party securily scanning tools, and
And relevant tools can be directly called through the platform for ;mlnerabjlit;r s::_anning and verification, and the system can convert the results of vulnerability scanning and verification
Import to provide more vulnerability exploitation data for the platform and more vulnerability combinations for related penetration work to achieve
Rapid penetration of targets.

The "automated penetration testing platform” supports the import of scanring results and vulnerability venfication from a varlety of third-parly security scanning tools. Such as Green Alliance Aurara,

Venus Sky Mirror, Acunetix, Amap, AppScan, Burp, Core Impact, Foundstone, Microsft MBSA,

Nexpose, Nessus, NetSparker, Nmap, etc.
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4.4 Mobile terminal penetration
Currently, mabile terminals are becoming more and more popular. In order to meet more user penetration scenarios and penetration needs, the system has collected
and organized vulnerability exploitation modules for Android and i0S systems. Users can integrate Android and i0S through the "automated penetration testing

platform” The system's vulnerability exploitation module can carry out penetration work on mobile terminals in real time, and the platform supports online

generation of remote control programs for Android systems.

4.5 Social engineering attacks

The "automated penetration testing platform” integrates a social engineering module to conduct security awareness tests on corporale employess. For example, various
combination tests of simulated phishing, browser vulnerabilities, Office vulnerabilities, etc
The social engineering module is mainly used to assist users in quickly establishing social Eligi_neering projects. By inducing the target to share sensitive information
or execute certain dangerous codes, it_uliirnatemlzl.r achieves the purpose of invading the target system and obtaining target information. Penetration personnel perform social

engineenn;; tests le-assess whether members of an nrganizatiéln adhere o safe operating practices. Social engineearing attack projects can enable the target to check emails, open links

and other operations, analyze the progress of the attack, and collect statistical attack data.
Social engineering capabilities assist in completing operations in social engineering attacks. The system divides social engineering functions into three
i

components: email, web pages, and portable files. The combination of the three compeonents assists in completing the following types of attacks:

Create email content
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User-Agent: Moz: la/5.0 (Windows BT 10.0; WOWE4) AppleWebKi/'S37 36 (KHTML. like Gecko)
Charone/52 0.2743.82 Safaril537 .36

Farm daka collecind

User: z120
Pacswerd: c.asa.

A

‘Laguir.
(fishing successful)

»  email phishing

The platform supports specifying email sending servers, using Web page components to clone and forge Web sites, establishing email content

templates for the forged sites, inducing targets to submit sensitive information on the forged Web sites, and ultimately achieving the purpose of collecting

target sensitive information for further attacks. .

Marme mriail phishing attack

#Fishing Customized

Sarver sattings

» (g

E-mail sarvar Wab sarvar

Cance([saue]

{Phishing email configuration interface)
> Browser/file vulnerability attacks
The platform supports the establishment of a site that automatically detects browsers and exploits vulnerabilities through Web page components. The target is induced to browse
Browse he specified site, and afler the browser vulnerability is successfully exploited, a connection session is automatically established
The platform supports file vulnerabilities such as Dfﬂcé, PDF, pictures, etc., and generates files with altack payloads. Trick the target into opening ﬁr-bmwsing the text

The saltwane aulomatically establishas & connection session afier the vulnarability is succassfuly axplobad
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Mamea flrule attack |

*Fishing Customized

+

Add emails,
Wel pages,

portable files

(Browserffile attack configuration interface)

4.6 Credential verification

"Automated penetration testing platform" supports credential verification function. Users can use the account password, Key, Hash, etc. that

have been collected from evidence to verify other hosts through the platform, which can assess the impact of leaked security information,

- = i =

D Audd argedlo his st
a 2 e
@ |Host i o | See port! T ) 180.97.33.108 hiig .
L v. baicu, o 1) nbrmem hip B0 lop
-] Wt Dy corr 4T 7 Unkmown .’I'Itp a0 tﬂp BWS1
<Clay 20 from 4 1o 2. @ talel of 2 dal e[ 1]

(Credential verification)

4.7 Weak password scanning

The "automated penetration testing platform” integrates the violent PJ module and supports AFP, DB2, FTP, HTTP, HTTPS, MSSQL,

MySQL, POP3, PostgreSQL, SMB, SNMP, SSH, SSH PUBKEY, Telnet, VNC, WinRM and other protocols; it can be based on The.

scan results of the host automatically select the protocol and support user-defined dictionaries.
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Bnuda Mo cracking
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(violent PJ)
4.8 Load Generator
Classic payload: The platform supports generating a variety of attack payloads for penetration testing. The generated payload
supports various operating systems and commonly used web server-side languages, including: Linux, Unix, AlX, BSD, R, Windows,

OSX, Netware, iOS, Android, Firefox, Java, Python, Ruby, NodeJS, etc.

Dynamic payload: The system supports the generation of a variety of dynamically encoded attack payloads targeting the Windows platform to evade detection by anti-virus software.

=
I Cutting |1F|I_|E1_s Pl atfomm Hﬂmﬁmﬁj 1
: Al
| B coding e Android
m
& _Bsol i
("4 et B stager Firefox g._]
————t] Java =
e Lirmu terpreter |
= MNebware
. |NodeJts
2 PHP i
Python
LPORT* | Ruby |
EXITFONC®
An?dud malicous cadsa ; ND ﬂ'g gglggt&[! T _E-u_nc_!: E_{.‘ru_u.i_'run.! _:____
=
ER W =

(Load generation)

4.9 Replay attack

For successful penetration attacks, there is no need to re-carry out complex attack operations after the session established with the target is terminated or disconnected.
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You can choose to replay the attack directly, and reinfiltrate and establish a session based on the previous attack parameters.

4.10 Springboard attack

Springboard attacks are mainly for advanced usage scenarios. After successfully penetrating a host, the penetrated host can be used as a springhoard
to further attack other networks cu_nnecteq to the host. For eiample, infilirate a hnst_thnsrugh the Internet, and then scan and at_ta-::k the intranet through
the host, such as sniffing on the intranet.

4.11 Investigation and evidence collection

After the "automated penetration testing platform” successfully penetrates the target host, it can realize the evidence collection function of the controlled host, such as
screenshots of the vulnerable host, configuration files, keylogging, file operations and other comprehensive functigns_
Screenshol. intercept 1h.-:-:- target host system interface and obtain target host desklop informat on and other data information;
Configuration file: Obtain the target host configuration file and master the target host system and application-related configuration data information, which is beneficial to-
Take full control of the target host;

Keyboard logging: It can record the keylogging data performed by the target host upe_ratn::r in real time, and covertly ﬂlbtaih the relevant data information of the
target host, such as account password and other data;

File nperatiuns:. Comprehensive management operations can be psrfu_rrnad on the files of the target host through the "automated penetration testing platform®,

such as deleting files, uploading files, downloading files, and viewing files.

4.12 Advanced scheduled tasks
The "automated penetration testipg plglfarm“ provides periodic task functions t_::: satisfy users’ penetratliun assessment and detection of their own platforms. Users can
develop task plans according to their needs and achieve regular automated penetration and inspection of the target system; and the sysl.lem supports task chains. A combination of different
tasks can be executed in a customized configuration sequence to conduct comprehensive penetration detection and analysis of the targel system.
4.13 Teamwork
The ‘fautumated penetration lestir-g pls_ltlorrn" provides multi-user roles, divided into administrators, auditors, and ordinary users, permissions can be assigned
by project (projects can limit network scope, etc.). Through multi-user and multi-role system management, it is_ ensured that the platform can operate scientifically,

stably and effectively.
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4.14 Log audit

The "automated penetration testing platform” facilitates users to manage the system in real time and master the system usage, provides operation

audits, event audits, user behavior audits, and supports system status JK.

4.15 Report generation

The "automated penetration testing platform" supports the generation of cﬂrre'lspnnding penetration reports for each penetration work. Report

generation supports HTML/PDF/Word formats and supports customized LOGOs, etc.; report generation supports a variety of templates (audit reports, information

collection reports, Web applications Test reports, social engineering reports), and support automatic sending to designated mailboxes.
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5 product parameters

project

parameter

Standard Edition

Prolessonal verson

Qluick scan takes time

Average time spent on 1-5 hosls

30 minutes

30 minutes

Default concurrent scan

Dafault nimbsar of hosts scannad smultanacsh

Pharber of winarbiity ibranes

100,000+

support

suppaort

HNumber of vulinerabiity chedk sams

300,000+

support

support

P irmaem concunen] Scans

Mazimum numbs of hosle scanned smullansously

10

10

Total numier of modules Including wilization, assistance, post-nfiltration and other modules 4000+ 4000+
Mumber aof moduies wized Drity uses the rramibes of modules 1700+ . 1700+
B numiber muhenzaion Whether to kmit the betal number of target IPs unlimited unlimited
Web interface Operate via browser interface support suppart
Conmimand line speration Operalion via terminal command line support Suppor
Support IPvE Support IPvE network scanning support support
indagendent property rgiis Code s compbetely autonomous support support

Including operating systems, network equipment, databases, middleware, and systems
Exploit coverage support support

Software, ate.
Protocol: AFP, DB2, FTP, HTTP, HTTPS,
MSSQL, MySQL, POP3, Po penetration greSQL,
Password Brushing Support Protocol support support
SMB, SNMP, SSH, SSH PUBKEY, Telnet,
VNC, WinRM

Sub-project managamant Support project management of penelration lesting langets support suppart
quick guide Quick guide to common penetration testing operations support support
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Web audit Scan and audit web applications support suppart
External report impart Import report results scanned by third-party applications support support
Conduect penetration festing snd werification of Scanned vulnerabililies (reports of mainstream missed scans)
Wulrweraii bty wmrificaton support support
{such as Green Alliance, Qiming)
Credantial reusa Test other hosts with the found credentials suppaort suppaort
evidence collection Collect evidence of succassfully exploited target vulnerabilities support suppaort
Fost penetration module Modules available for pest-penetration operations support suppaort
Auioenatic post penelration Al suceessiul mplulalim.-.. the cuslomized posl-penetralion moduie can b automaticall exsciited support support
Sasson persistence The session after secoessful wilization can be persisted support support
social engineering attack Assist social engineering testing to test personnel’s security awareness support suppaort
IDS/IPS bypﬂ 55 Suppart configuration parameters to attempt 1o bypass IDSIPS support support
Arenid anti-vins softwane Supports a certain degree of anti-kill funciion when infiltrating support support
load generation Supports gensrating specilically configuned atlack payloads support support
Agancy Springbasnd Supports the use of proxy springboards for intranet penetrstiun. support support
VPN Springboard Supporis the use of VPN springboard for intranet peneiration support support
er|a1,f attack Supports replay of praviously successful altacks support support
Geanerate raport Supports report generation for security testing assessments support support
report format HTML\PDFA\WOQORD support support
Mumger of report templates Mumber of different report tamplates support support
Custom reports Supports customizing report content support support

Maarnuen Aumbar of Supaorted users

Mumbssr of users supportesd by the web interface

Scheduled Tasks

Support advanced automated scheduled tasks

support

suppaort

Widnerabilily assessment support scope

Operating system (Windows, Linux, UNIX, OS, etc.), data

support

support
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Database (SQL Server, DB2, Oracle, MySQL, etc.), Web

applications, middleware, network equipment {routing, switching,

firewall, etc.)

Bliack b vulneratiliy acisessmant Assess vulnerabilities through netwark remote fingerprinting support support
i b sy aasasman Login scan using login credentials support support
Built-in more than & scanning policy templates for different vulnerability assessment requirements
Scan policy template suppart support
Custom scan strategy Scan pelicy templates can be customized and configured support suppaort
Prompis vulnerabiitles that have publicly exploited methods and provides relevant vulnerability exploils
Explailable vulerabiity infarmatian guppﬂﬂ supp{]l"t
source information, ele,
Wulnerabiily judgrvent basis Scanned vulnerabilities can be viewed and judged based on support support
In addition to the CVE5 standard vulnerability score, based on assat importance, vulnerahility
Accurate risk scoring suppaort support
Exposure and threat levels provide a more accurate risk score
Virualization pl-atfurm 5Gan Supports scanning of mainstream virtualization platforms such as Viware/ VM, atc, support support
‘Weak password scanning Supports weak password scanning far common pralooals support suppaort
haseline scan CIS, customized baseline scan strategy suppaort support
Able to detect Web applications and Web Services applications
based on Javascript, Ajax and Flash (including SOAP 1.2, Json,
Enhanced web scanning capabiliies not support support
WSDL, XML), and detection use cases can cover all OWASP
Top 10 threats
AP| interface Provide AP| interface for external applications to call not support support
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6 Product Deployment

6.1 Applicable environment

"Automated Penetration Testing Platform” is a plalforfn that integrates hundreds of vulnerability templates and penetration testing methods to support autormated
. - - . I . - - .
penetration testing of various network devices and hosts, The platform adopts a variety of deployment methods and can be adapted to users’ special tasks of conducting penetration
testing against specific network targets. The system integrates a variety of vulnerability templates and testing methods to fully meet the user's needs for penetration testing, WEB

application testing, vulnerability verification, weak password scanning, mobile terminal penetration, credential verification and other penetration testing attacks on the target network,

6.2 Deployment method

The platform supports multiple ways of deploying applications. Supports installation on portable hardware such as laptops, and also supports deployment to virtualization
platﬁarmé. Only basic network connectivity is required for security detection and assessment. The system is-generally used as an active test, but also provides a passive

test deployment method for special scenarios. Specific deployment requirements are as follows:

Canfiguration Environment Ervimnmanial parametars

Active test deployment: The system is able o connect to the target network, ither through a proxy or VPN,

Deployrnent method Passive test deployment: Apply a dedicated passive test module in the system to connect the system to a

Network port for traffic mirroring, analyze and test the mirrored network traffic.

Recommended dual-core CPU, 4GB running memaory, 120G storage or above configuration

Handwing amdncamian

Operating system type: Ubuntu 16.04 LTS 64-bit

Recommended VMWare ESXi6.5

Recommended VIMWare Workstation 11

virtualized anvironment

ViMWare Player 11 or above is recommended

VVMWare Fusion (for Mac)

Web environment Internet access
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7 product advantages

> Automation

The entire penetration platform consists of six par1§: QB collection, threat modeling, vulneral:l?lity analysis, penetratiqn attack utilization, post-penetration t:esting, and reporting. It
provides automated support for the entire penetration testing process according to different penetration environments.
=Professional vulneral_::ilily library
The systeim has built-in Metasploit commercial-grade professional version -.rulnlerability exploitation platform, which integrates-thousands of operating system ar_'ld application software

e —

vulnerabilities, as well as hundreds of ShellCode, and is constantly updated to fully meet the needs of in-depth vulnerability scanning.

> Flexible custom scanning

It supports customizing the start time of website scanning to amiq_:j website business peaks, or setting periodic scanning tasks according to the needs of the business
anline process.

> Rich application scenarios

The platform includes automated penetration testing, web application testing, mobile terminal penetration, social engineering attacks, credential verification, weak

password scanning, payload generation, replay attacks, springboard attacks and other types of attack methods and templates, which can effectively expand user application

= Strong professionalism

The platform supports the generation of professional penetration testing reports. Users can select the best penetration attack methods based on the test reports (o implemant professional

penetration lesting attacks.
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