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Chapter 1 Overview

Hector remote control system is a remote control system that supports HTTP/WEE SOCKET, HTTPS/WEE SOCKET over
TLS protocols, and uses reverse connection;

The remate control system supports interactive shell command ling,-file management and other functions:
i i

Chapter 2 Glossary

= WEB SOCKET protocol (referred to as WS):

WebSocket is a network transport protocol that enables full-duplex communication over a single TCP connection and is located at
the a[,lnplir;atiun layer of the OS5I model. WebSocket makes data exchange between the client and the server simpler, allowing the server to actively
push data to the client, In the WebSocket AP, the browser and the server only need to complete a handshake, and a persistent connection
can be created between the two for bidirectional data transmisslqn.

The difference from the http protocol is that the hitp protocol server does not support actively sending !'equesls to the client, while the WEB
SOCKET protocol allows the server to actively push dalla to the client;

= WEB SOCKET over TLS (WSS for short):

The security design of the WebSocket protocol stipulates transmission based on TLS/SSL. This encryption form is similar to
HTTPS and is called WSS (WEB SOCKET over TLS).

That ig, high-level application layer protocols can be lransparffntly built on top of the TLS protocal. The TLS protocol has mmplqta:l the encrypflj{:n algorithm,
communication key negotiation and server authgntit:aljnn bn_afn_re application layer p_mtm:u:ul communication. After this, the data transmitted by the application layer protucir:ul _
will be encrypted to ensure the privacy IFIf communication.

> Controlled terminal (client): the target machine (Linux system) where t_he Trojan program is installed.
=Control terminal (consale): the main program that manages the controlled terminal host (windows system).

= Reverse connection: Rebound enline method, that is, after the Trojan program on the controlled terminal is installed, it will actively connect to the controliing terminal.



Chapter 3 Product Functions

1. Communication protocol: supports HTTP/WEB SOCKET, HTTPS/WEB SOCKET over TLS protocaol:

2. Remote contral function:
1)Interactive shell command line:
2) File directory browsing
\iew graphically and support direct execution of an executable file;

Supports directly entering absolute paths to browse specified directories:
supports recording recently entered path information

3)File transfer
File uplnaq, download, run, delete, small file content viewing, etc.; _5upp0¢5

breakpoint resumption, supports pausing, starting, and deleting transfer tasks

3. Host management function: Management of online hosts, supporting group management, madifying notes, modifying groups, ale.

4. Host log: record target host name, user name, online IP, online time,_offline time, host base hardware information and

other data:
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Chapter 4 Product F'__eatures and Parameters

Hector remote control system

Configuration list Quantity: One set af_ software (client, control terminal)
index WPure software S
Product form o Hardware-integration Product source cTachnical ransfomation
OSystem equipment Praduct in1rn|::|u.c1.inn-
Basic paramelers Easic parameters
system 31ru|::t|_.|r|3 5 Archieciure target operating system Ger\lﬂs_, ubuntu
Aemole coniel featres Start mode Application layer startup, stable and reliable
Internet connection Supports reverse connections of HTTR/WEB SOCKET and HTTPS/WEE SOCKET over TLS
protocols,
File management File directory browsing, file upload, download, delete, refresh and run.
Shell command interactive shell command

Chapter 5 Applicable Environment

program Supported operating systems

Control program Win 2003, Win 7, Win 10, Win 2008, Win2012 systems (also supports

32/64-bit systems);

Controlled end pragram ¥64: Centos 5, 6, 7: ubuntu 14, 16, 18:

Mote: Systems supported by the controlled terminal: Centos 5, 6, 7; ubuntu 14, 16, 18; refers to the large version number,

including centos 5.xxx, 60000, 7.xxx,



Chapter 6 Instructions for use

6.1 Overall file structure

| | Console 2019/8/1 15:14 folder

| Door 2019/8/5 11:49 folder

|| tools 2019/8/7 15:47 folder
ilustrate:

Console: stores the control program;

Door: stores the Trojan configurator program;

Tools:; stores tools for generating hitps certificates;

6.1.1 Control terminal-console

|, Plug-in 2019/8/115:14 folder

ﬂ Plug-QOut 2019/8/1 10:35 folder

@ Cngine.dll 2019/8/1 14:42 application extension 521 KD
| | Engine.pdb 2019/8/1,14:42 PDB file 2,875 KB
|4 FileManager.dl 2019/8/1 11:32 application extension 213 KB
€9 Hector.exe 2019/8/1 14:53 app 267 KB
fy] Hectorini | 2019/7/30 17:13 1 KE
D Hector.pdb 2019/8/1 14:53 PDE file 6715 KB
@ InfcStorage.dll| _2019/7/31 18:30 application extension o5 KR
[ InfeStorage.pdb 2019/7/31 18:30 PDB file 1435 KB
[#] mic100u.dll 2019/7/22 14:08 application extension 4,30 KB
[& msvcp100.dil 2019/7/22 14:08 appication extension. 412 KB
4] msver? 'ﬂb.dll 2019/7/22 14:08 application extension 756 KB
1% sQLite3.dll 2019/3/22 10:21 application extension 444 KB
E® terminal.exe 2014/11/21 0:00 app 274 KB

ilustrate:

Hector.exe: the main [Hrogram of the control terminal;

Hector.ini:Control terminal configuration file;
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6.1.2 Controlled terminal-doaor

[ﬁ] ca.der
ﬂ conf6d.dat

conhigbd.ens
| ] Reptile64.out

illustrate:

Config64.exe: Trojan configurator program:

Ca.der: configure the certificate of hitps protocol;

6.1.3 Certificate Tool

2019/7/31 15:54
2019/8/5 14:06

2019/8/5 11:49
2019/8/5 14:06

Maote: For spacific usage details, pleass refer to the MakeSealfSignedCert. txt document.

[82] cert write.axe

[%=] gen_key.exe

MakeSelfSignedCert.bxt

(15 pem2der.exe

6.2 Control terminal configuration and activation

6.2.1 Modify the configuration file Hector.ini

|| Plug-in
|, Plug-Out
[ Enginedil

|: Engine.pdb

2019/8M1 1514

2019/7/4 10:06
2019/7/4 10:06
2018/7/30 11:03
2019/7/4 10:06

Folder

sacurity cefficaln

DAT file

app
OUT file

app
app

text document

app

2 KB
1KB
5 596 KB
1,717 KB

255 KB
178 KB
2 KB
7O KB

i@ Hertorini-Notepad I

==File(F) Edit(E) Format(0) View(V) Help(H) _

[€ HieManager.d|
&) Hectorex

ﬁ'lﬂi — _E-ﬁ::i‘l.i- ] prﬂ#ﬂrﬂ l=WsS

E Hederipdb

E Infnﬂtcirslga.d_f'; LIS-tE'['III‘"Ig port

|: Irrfn.(ifnrage-.rx
@ mfc100u.dil
1€ msvep100.dIl
@ msver 100.d11
[£ saLite3.dll

@ terminal.exs

[Server]

; WS = WEB SOCKET, W55 = WEB SOCKET over TLp

Port=8080

; cypher key for communication
ComKey=123456

: Cert file for TLS, PEM Format

Cerl=sile.crl

: Private key file for TLS, PEM Format

Key -site.key

Parametar Dascripion;

1. protocol: protocol, currently supports WEB SOCKET, referred to as WS, WEB SOCKET over TLS, referred to as WSS;



2. Port: The listening port can be customized by the user, but it cannot be the same as the port being used by the system;

3. comkey: The secret key of the connection, After configuration, the Trojan configurator must be consistent with this;

4. carl, kay: This cartificate neads to be configured whan using the WSS protocol, and the certificate must be recorded on the same day as-hector.exe;

6.2.2 Open the console

1. After configuring the configuration file Hector.ini file, save it;

2. Run the main program Hector.exe of the control terminal to open the conirol terminal;

| | Plug-in

|| Plug-Out
[4] Engnedl
| ] Eng'ne.pdb

[4 InfoStorage.dll

[ ] InfoStorage.pdb
@ mic100u.dll

2 msvep100.dl
B mever100.dll
@ SOLite3.dl

B terminaliexe

2019/8/1 15:14
2019/8/1 10:35 |
2019/8/1 14:42

2019/8/1 14:42

2019/8/1 11:32
2018/81814:53]

folder
fo Ilder
application extension

PDE file

application extension

2019/7/30 17:13
2019/8/1 14:53
2019/7/31 18:30
2019/7/31 18:30
2019/7/22 14:08
2019/7/22 14.08
2019/7/22 14:08
2019/3/22 10:21
2014/11/21 0:00

Figure 8,1: Cortial lerminal main program

Conliguraion sattings
PDB file
application extension
PDB file
application extension
application extension
application extension

application extension

app



& Hecor

X
Fle Edit View Help
oy DefaUTIAT
< I »
D) |}_ung |Em:‘.crrt
4 20190807 16:51:58 | Initialize control module ok,
3 2019-08-07 16:51:58  Initislize Plug-Remote ok.
2. 209.0807185058: 1 Initislize PlugHn OLL oc.
1 2019-08-07165158  Initiglize databse module k.

|| © Ver 1.0 Stai (Tine: 2015-8-7 18:52 _
T e e e s

Figurn 62 Mam inlaface of the contmd fsermmal

6.3 Controlled terminal program configuration and installation
6.3.1 Trojan configuration
1. Use the Trojan Configurator program

ERl cader 2019/7/31 15:54 S ——
2019/8/5 14:06 DA file

2019/8/5 14:06 OUT file

Figure 6.3; Controllad end program dirsclory

File description:

Ca. der: HTTPS is the certificate required for WSS protocol. For details ondow to generate the certificate, see the tools folder; .

Config61.exe: Trojan configurator;
Confg4. dat: Configurator memory file, recording the last configuration information;

Reptile64. out: Use the configurator to configure the generated Trojan program.

1717 KB
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B stone x64 o

Lins

test QroJp: [best

Tala:

Fazsmard: 123456

[ HTTF 192.168.8.158:8080 |

CIHTTPS Set.p Cert Path Here |E||

| 3enerate |

Flgure &.4: Configurator interface

Paramaler Descriptian
1) TAG: tag, user can set it arbitrarily;
2) Group: Group setting. After setting, the host will be displayed in the group in the console;
3) Password: The key of the communication connaction, which is consistent with the value of the cypher key for communication in the
control terminal configuration file: hector.ind;
4) Protocol: (Currently only supports configuring one protocol at a time)
hitp corresponds to the WS protocol in thtla control end cunﬁgur_alion file hector.ini;
hitps corresponds to the control terminal configuration file hector.ini and WSS protocol, and the ceniﬁcalte needs 1o be impnrya-d:

2. Configuration: the IP of the control terminal + the por opened by the coresponding prolocol
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E stone Kod

Linu

TAG. test

émp; =L

Password:  |12345E

192,168.8.159:8080 |

The IP of the control end and the port corresponding to the protocol  —

f - the same as the port in the control end hector.ini

[1HTTPS ‘ | Setup Cent Palh Here =
Gensrate
Figure 6.5: Configuration of hitp'W3 protocol
H stone x5d X
Litram
TALG: et [Erowg bzt
Hazzword 1244430
[CIHTTP | 1921168.8.159:8080
192/168.8,159:4443' | *30%Hector-20190730\Doorca.der
The IP of the control terminal and the port cerificate opened by the protocol E erarake
6. 6: Configuration of hilpsAVSS protoco
3. After the configuration is completed, click Generate to update the Reptile64. out program;
E@ ca der 201 9;?,‘31 155d sRonity cartificabs E KE
/] conft4.dat 2019/10/14 11:09 DAT file - 1KB
corfighd.exe 2019/8/5 11:49 app 5,696 KB
E Reptilefd.out 2019/10/14 11:09 OUT file 1,717 KB

Frpurer 6.7 Configuration wpdate file

4. Copy the generated Reptile64.out file to the target machine (Linux system) for installation;




6.3.2 Installation and execution of Trojan programs

Copy the generated Reptile64.out file to the target machine (linux system) for installation: Here
we take centos 7.6 x64 as an example:
1. Copy the files to centos 7.6 x64+;
2. Installation requires root privileges;
3. Go to the file log and execute ./Reptile64.out to install.
{If Reptile64_out does not have execution permissinns. you need to use the chmod +x Reptileﬁri.nul_ command to-increase execulion permissions)

Mote: After the current installation is complated, it needs to be restarted to take effect (the self-starting aspect still needs to be optimized later)

user@localhost:/home/user/Desktop - o x
File Edit View Search Terminal Help
[user@localhost ~]% su
Password:
[root@localhost user]# ls
Desktop Documents Downloads Music Pictures Public Templates Videos
[root@localhost user]# cd Desktop/
[root@localhost Desktop]# 1s
Reptile64.out
[root@lecalhost Desktopl# chmod +x Reptile64.out
[root@localhost Desktopl# 1s
Reptilesd . out

[root@localhost Desktopl# ./Reptilef4.out
[intsall.cpp:213] current os is centos

[intsall.cpp:227] Current Os is Centos 7

[root@dlocalhost DeskKtop]#

Figure 6.8: Installation in centos 7.6 x64

Chapter 7 Remote Control Function

7.1 Plug-in distribution

This remate control system adopts the plug-in management method to deliver the required plug-ins to the online dient and perform comespanding plug-in function cperations;
The plug-in distribution function includes two methods:

One is a single delivery, which delivers specified plug-ins to all online clients.

The second is to automatically load and distribute the specified plug-in for a single online customer;



7.1.1 Instructions for delivering a single plug-in

You can individually deliver a plug-in to an onling host in the console. The specific steps are:

1. Select the onling hast to which the plug-in is to ba delivered in the host list on the right side of the console, right-click and select the "Host Panel” menu item

in the pop-up menu bar to open a single plug-in delivery window, as shown in the figure;

€Y Hecter
| File Ecit View Help
. A s [ Host  Hosthame o8 Address Note Lest Last Logaut

i == #
Deactivate Host
Refresh
Change Group
Change Mote
Delete Host

E 7.1: Host panel window

2. Select the plug-in type in the single plug-in delivery window, click the "Update Ext" button, and the selected plug-in can be delivered

to the selected online host.

B ID: 1] online = o X
PgnMgr  FisMarager  Linux-Shel
[Lecal]Name Platform TypelD VWersion Size

RemoteJName Platform TywoelD Version Size Slate

gure T2 Manually distribubing plug-ins

3. Right-click on the host below and select "Refresh host Exts" to update and upload the plugin you just selected.



W [1D: 1) online

[LocaliName Platform TyvoelD Version Size
libFileManagerRemote.so wh bit 755 i 4554
ibFileTransfarRemote . 86 x4 bit 52 1 868155
libCmdMgr.so whall bt Tiem 1
[Femote Jhame Flatform TypelD Version Size State

[ID: 1] onlne

Figure 7.3 Updale plugin

[LocaMame Ratform | TypelD @ Yergion Size
lbFleTransferdemoteso  x54bit 52 1 BeRIsS
libCmdMgr.so K54 bit o8 L 83822
TName Patform | TypelD  VNersion Size State
ibCmdMgr.so 54 768 1 . B38Z2Run,.
eTran 64 517 1 _BBB155 Runn...
5% 36 1 455 _Purin,,,

Figure 7.4: Plug-in  update comphaled

F.-'lal": 12




7.1.2 Host plug-in automatic loading

Click to open the cmd and fileManager windows in the host, and the plug-in will be loaded automaticatly.

If there are prompts indicating whether the loading is successful or failed, recpen the panel window and reload: After the plug-in is uploaded successfully, you can

Right click Refresh to refresh.

[iD: 1] online — i “
e E——
| PluginMgr | FleManager | Linux-Shell
CueriDin Uplolmd 11,4354 |/ b
"“"ﬂ Mame ‘Size Cate Etr
BE- Loogl gt o e : -
= i | boat <dir> 2019-07-23 09 11:45. %
2 = ;
£ oo ey <die> 2019-10-14 03 23:53 ruy
T - pree <dir 2019-10-14 03 23:44 I
@ sys nr =dir> 2018-10-14.03 24:78 | ™
L et ! sy <> 2019-10-14 03 2346 o
L3 oot ] BrE <dir> 2019-10-14 03 24:22 T
B - _jroct <ar 2018-10-14.03 2332 T
tmp e <dr= -21]1_9-1:!?—‘:_? 1852767 Ty
L0 ua | wop <de> 2019-10-11 D3:31:58; P
{0 bin s <die> 2019-07-17 1521143 rids
{2 shin: ] biv <> 2019-10-14 03 20:25_ =
-G L 3hin < 12019-07-23 09.10:31, £
(] libed e <ae- | EMaprAT 152082 I
hDITI?'- ] lbG4 <gir= L -21319 07-23.0810:30) s
f““*[d'ﬂ L home i 2019-07-17 15 26:44 [y
B o | media <> 2018-04-11 04 5955, Ty
e e ok <af> 2018-04-11 0459:55 o
E.... - Sl\ll'
| opl <dhr> 2019-07-17 15 23:54 [
e “dr> 2018 D4 11 045955 g
Wy [ ]

Figure 7.5: Plug-in loaded = coessiully

7.2 File management
Dicurmanl managemenl inciades
1) File directory browsing

View graphically, support direct execution of an executable file; support direct

input of absolute path to browse specified directory, support
recording of recently entered path information
2)File transfer
File uplgad, download, run, delete, small file content viewing, etc.; supports
breakpoint resumption, supports pausing, starting, and deleting transfer tasks;

1. File directory browsing



Wi [1D: 1] online n X
L e i e,y [
 PhuginMgr | FieManager | linux-Shell
CuvertDir  (Updatad 114384 |/ 2
L_—‘iﬁ . N:altﬂé Size Cate athr
L 0 bost <o 2019.07-2309,11,75, s
i ] dew <dr> 2019-10-14 03 23:53 [
o u prei dir 2019 1014.03 23:14 ru
L&) e | “d 2019-10-14 0324:28 Py
LS i i - < 2019-10-14 03 23:46 £
L84 ek <dr> 2019-10:14.03.24:22. Ty
- ok <> 2019-10-14.03 23:32 =
tmp va car 2019-07-17 152757 Ty
L) U L bmp Bnis 2019-10-14 0334:58 o
= g W s ey 2019-07-17 1521:43 i
sbin | hin <dir 2019-10-14 03 20:25 ="
" e <dir> 12019-07-29 0970:31, r
bE4 ] = Ly 2010071715 23:52 r
hDF“F : vk, <o +12019-07-2009 10:30 | ra
i | haome <dif> ' 2019-07-17 15 26:44 | g
B ";l i < 2018-04-11 04 5055 Wy
::v' ] — s 2018-04-11 0459:55 P
] sl i 2019-07-17 152354 (g
|] S din 2018-04-11 04 59:56 | Py
Ready | 5

Figure 7.6: Flle directory browsing

2. File transfer

File upload, download, run, delete, small file content viewing, etc.;

Supports breakpoint resuming, and supports pausing, starting, and deleting transmission tasks;
[ 1] enfine

CuvertDir  (Updatedt1:45:13) | Fhomeslser/Deskiop/

MNarme Sitze Date
D Faptilstd, oul 1757541 B 201910-14 03:03.50

8
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Figure 7.7: File transfer operation

B [ID: 1] online _ a %
CusentDi  [Updated:11:4345) [ /home/lser/Deskiop/ =
BE=LE | Mame Sics Dals A '
:E i (] Reptiea out 1.757501 8 2018-10-14 03:08:50 | i
3 mp (74 6 2MDP462-£R 3151800- .. 52,008,080 B 2019-10-14,03:48:07 W
3
Clbn
~(] sbin
B ks
— lsES -
13E: s
- .
.moalls
8= O
1 .corfig ;
{1 Jocal Download
~{Z) Desxtop
—(1 Downloads Delete File
] Templates Run
() Pubiic
{3 Documents
L0 Music
|
_- 'E;""‘"E"; v | Ready L [step |
Figure 7.8: Parform upkoad oparation
ﬂ Hertor
Fie E_dt Vew Halp_
| o % | ety ol o A | Tage | M I == lrgin I act ] mgni
b Bl ohaskodman Geroswa 9USSS e e ommaR

lestID | ios: Nane Type Source Cestimation Gize Trarsfered Size  “rogoess | Soeec
L locahostlocde..,  Jpload C:WacrsadninD.,  homcuacrDedht.. - 62,008,0308 €2,008,080 E 100%

|
Figure 7.9: File upload record

7.3 Shell commands

Interactive shell command line: execute the shell command of the controlled terminal

1. Switch to the shell plug-in window and execute binding cmd
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[y [1C: 1] online — | ®

PluginMor = FileManager  Lirux-Shell

Bind CML 5 sten] |

Figure 7.10: Shell plug-in window

2. Allar execubing tha binding, a sheall window will pop up
E - - - L
WA [ 1] online = i

PluginMgr: | FileManager Linax-Shell

Bind CMD(Systemi] |
T

Eirldirlg o 1 AT T ST I

‘@j-a:'lj- 192.168:8.135][Hosk: [oealhost localdomair] _ O

Figure 7.11. Pop-up shell window



3. Execute shell command

@' [1D: 1}[iP: 192,168.8.135][Fost; localhost. ocaldomain] e O

Figura 7.12: Executing shell commands

Chapter 8 Precautions

1. Currently supports x64: Centos 5, 6, 7; ubuntu 14, 16, 18, including centos 5. xxx, 6. XXX, 7.XXX;
2. Installation requires root privileges;
1 The |'l!.!_'r'.llF.l'l.'.l!_"]I'i:'.I"'l i L',C"L'i'}j to the farget machine |_| INuUx r-'-r'|'._.|r:;||'|r-|.::-||:. If thera is no L-:-:::l_!'_ on pe rmission, the user needs o add exaculion Parmission

4, After e installation s complated, it needs 1o be mestarted o take effect (will be optimized latar)
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1 Introduction

In the era of rapid development of information t_echnnlngy, network technology has also undergone earth-shaking changes with the iteration of technology. New
tachnolqgias emerge in endlessly. Driven b;,r the rapid development trend of Internet technology, network panetraﬁun tachpa_lugy is also constantly innovating. And the
current The international situation is complex and co'mplex, and cyber-GJ incidgnts are occurring every moment. In addition to cyber-GJ incidents by hostile forces,
t_here are also illega_l cyhe_r-GJ activitfes carried ﬂt I:r_;criminlal groups in order to obtain pﬂ_r-oﬁts. China is a_big cyber country, and also P;a one of the_muntries facing the

most severe network security threats, it is urgent to establish a-data’query platform to provide powerful network offensive and defensive capabilities for network TZ business

development.

Currently, there are many types of network security intelligence and olher information. The GA team lacks channels to effectively improve search. Traditional searches are loo cumbersame and cumbersame.

Moreover, most of the information searched is repetitive and meaningless data, and important data is often difficult to find, thus making it impossible to achieve effective efficiency of TZ team members.
Therefore, in order to meet the current development trend of network TZ, create professional search software and build an-integrated data platform.
_It is urgent to innovate network information search through the construction of an integrated data platform for search and sturalge, Through the storage and search platform

Technical means to implement storage and intelligent search mdas help the network TZ team to effectively improve its actual combat capabilities and accumulate practical experience.

2 Requirements analysis

A data platform that integrates comprehensive retrieval, multiple data imports, resource management sharing and secure storage. The platform can perform

unified management and deployment of massive data, thereby effectively providing data support for network ZC work, further improving network ZC business

data construction, and improving ZC business efficiency.

= Comprehensive saarch

Brsed on Cafta eomelklion query, R ean reelks comprehensive quary Tireugh keywerds, end use emell, Hhone aumber, [D eand, cfe s (e meih corclfion

objects to check the detailed information of the target person, and support second-level query of massive data,

> Data import

By extending the technical protocol, it supports the safe import of many different types of data. By cleaning and classifying the collected data information

and importing it into the integratei:l data platform, it finally realizes various data information retrieval and extracts value data QB.
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= Data management
Based on the data of the current business platform and acgprding to the needs of specific business situations, users can create data collection for each
business project or share data with each business platform, ultimately achieving efﬁdent use of data..
> Storage security
Based on the use cf_dish‘ibuted storage technology, it naturally suppﬂrlis horizontal expansion, and at the same time, data secunty comes with redundant backup to prevent
data disasters; it also supp-orts elastic scaling cluster architecture, and the ph{.rsical cluster size can be freely sele@ed according to business needs, In addition, it also sup'p_orts high availability
Load balancing, automatic failover, etc.

3 Product Introduction

3.1 Product introduction

"Anxun Integrated Data Flatform” is a data platform that integrates comprehensive retrieval, multiple data imports, resource management sharing and secure
storage. The platform can perform targeted data re_trieval based on the daily work needs of network ZC business. It supports the import and summary of
various types of data, and can conduct unified management and dgpluyment of massive data, thereby- effectively providing data supp_mFt for network ZC work,
further-improving network ._EC business data construction, and improving ZC business efficiency.

3.2 Product composition

Poram ntegreieed e P’ i mefily cempesed ef four Epers: el aseass [yer, pliom cnenes e, dek govemenes kyer end defe eppliezlen EpEr.
By i_n'lpt:-rliljg, cleaping, identifying,_ mangging an-El stc_nring data in the data access layer, The file interfa{:g and log stream interface are set up at the platform entrar!ce layer to
mlnnect with user data. The data governance layer classifies the data through data cleaning, format punversinn, uniﬁed Iidentiﬁnaliun, detection and evaluation,
data analysis and calculation, and finally implements data processing at ?he data application Iayer._Dailyr management, maintenance and use of system platform. The
product composition list is mainly as follows:

1. Integrated data platform software: 1 set

2. Integrated data platform user manual: 1 copy
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3.3 Platform architecture

Provide data applications and

—s data APls

e wm

Data application Jdéntiﬁ query ‘ Lmqatioﬁ query, 'Statistiqé- Other applications

Provides funchons such as data cleaning, Torms

data governance ; Platform conversion, unified identification, detection

and evaluation, data an alysia and calculation

etc.

The platform pravides file interface and

log stream interface to connact with user
Platform entrance 0 s ag use

data

logstash

Users import data of different

- 1 types and file formats into the

platform

Identity data camenunication data network data location data Other data

(Integrated data platform platform architeclure diagram)

3.4 Network architecture

PRI e

Synchronize

fies A man

BEw mad

saltztask

Host {main) |
rpye: 11511 |

. s c o PR L g L S e R L F A A e

Web interaction layer Distributed computing layer Cluster management service |a)

{Integrated dala platlorm network architecture diagram)

"Anxun Integrated Data Platform" adopts B/S architecture, adopts local deployment server method, and can also adopt hosting method. The platform

administrator logs in to the background to perform management operations, and edits, manages, and gueries target-related data according to his or her own needs.
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4 product features

The "Anxun-Integrated Data Platform™ data query platform combines the needs of users. The system includes comprehensive search, one-click search, platform

resource management, system management, user manager_nenl and other functions to fully satisfy users' information and related information for specific targets. InauTre_

r-ﬁ': Integrated data platform

{Integrated data platform-backend)

4.1 Comprehensive search
Users can enter the keywords or ﬁ.]zzy words they want to search in the input box (phone number, name, email, ID card, bank card, address,
I

link) and click "Search" to perform keyword fuzzy search. Date selection is supported. , and realize the query of all related data

information such as the target’s name, email, phone number, |ID number, etc.

CiAtrrek R R R,

{Comgrehensive Infonmatesn inguiny
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4.2 One-click search

. . . - — . . ) - .
Based on the query requirements for some valuable data in real network ZC business work, users can use the "one-click query” information

query toolbar to select the data type corresponding to the search and enter the keywords to be searched in the input box. Click

"Search" to perform a keyword search to further query and collect target data information.
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(One-click query)

4.3 Platform resources
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Based on the daily management or query needs of platform resources, users can use the "Resource Managemén?' toolbar to enter the keywords they

need to search in the input box, click "Search" to perform keyword searches, and further query the target data. . At the same time, it also supports

batch deletion, sharing, editing and other operations of the queried data. Click on the corresponding data to view the source of the data and the security aﬁalg.rsis

report. At the same time, it also supports creating corresponding resource folders by yourself, and classifying data into different types according to different

projects, tasks or types, so that users can use the data clearly and intuitively. In addition, it also supports data sharing. By choosing to add existing data in the

resource library to different folders and setting up sharing, multiple departments can share data, greatly improving the efficiency of data use.
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4.4 System management_

Users can view and monitor the real-time data and status of the backend server through the "System Management” toolbar, including server memory usage,

configuration capacity, number of nodes, number of cores, IP address, etc Through system management, customers can promptly discover whether the server is working

abnoarmally or have insufficient memaory problems, so that they can respond early.
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4.5 User management

operations on the current account

In the "User Management” toolbar, the account of the-currently logged-in user can be displayed, and the user can edit (nickname, password, delete)
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{User Managemeant)

4.6 Data import

such as batch import, transmission, deletion and editing of data files.
=

By logging in to the client software or interface machine platform management interface and connecting to ourintegrated data platform, you can perform operations
Bl WL
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5 product deployment

Configuration Emdrenmeant Ervironmerial parameters

Any computer model can be used

At least one USBZ2.0 or above interface

Harmdware anvonmant N is recammended thal the compuer reguires a dual-care CPU, 4GB of running memary, and a disorete graphics card or abova,

The storage compuling server recommends 64 cores, 128G running memory, and 8T hard disk

Web server recommended 32 core 684G running memorny hard disk 1T

The operating system requires win7 and above.

Software Environmant Browsers that support HTMLS5, Chrome and Firefox are recommended

Install the .Net Framework 4.6 framewark

Web environment Internet access

6.1 Applicable environment
"Anxun Integrated Data Platform" is suitable for scenarios where users analyze and judge massive amounts of data. The platform adopts a B/S
architecture. Users store data on a server that meets the configuration, log in to the backend Enanagement plat'ﬁ::rm on a computer, and gain network access. pam?issiun.
you can log in and use it.
6.2 Deployment method
Anxun-integrated data platform uses B/S architecture to provide services to users, so users can choose to build their own servers

or use hosting. The Platform can be accessed and used via a qualified computer and an available Internet network. Specific computer

configuration requirem;_le_rgtﬁs are as follows:

Canfiguration Enviranmesnt Emvirormantal paramaters

Any computer model can be used

Hardware envirocnment

At least one USB2.0 or above interface
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i is recommendad thai the comgputer ragquiras a dual-core CPU, 4GB of unning mamary, end a discrels graphics card or abova

The storage computing server s recommended to have 64 cores, 128G running memar y, and BT hard disk.

The web server recommends 32-core 640G running memory hard disk 1T

The operating system requires win7 and above.

Software Environment Browsers that support HTMLS5, Chrome and Firefox are recommended

Install the Net Framework 4.6 framewaork

Wehb environment Internet access

6 product advantages
> Rich data types

Supports data import of multiple data types, intelligent identification, and automatic extraction of important information. After the platform cleans and
classifies the dala, users can selecl the corresponding data to perform query tasks according to their own needs. The data types cover basic personal information (data,
identity) certificate, phone nlumbar}. pupqlation data, np_-aratnr data, network data and other data, which can effectively meet the work neads of hq siness departments.

> Query speed is fast

Data query speed block, after selecting the corresponding data query module, through keyword related search, you can query data related to keywords

in seconds, effectively improving query efficiency.

> High security
Imported data supports identity authentication, IP whitelisting and security scanning analysis. In addition, the server supports built-in redundant backup to prevent

data disasters. By adopting a cluster architecture, the physical cluster size can be freely selected according to business needs to ensure load balancing and automatic failover.

> Ease of use

The platform has a simplified structure, is easy to operate, and has a beautiful interface. It does not require _olg_rnplex configuration to perform data query tasks, which greatly

improves the experience. Af the same fime, distributed 5tora-§e is wsad 1o naturally suppon horizontal expansion. It is easy to operate and has good compatibility with third-party systems and platforms.
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