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- Special control secret access type

1.1 Email encryption platform

1.1.1 Product Introduction
The email encryplion platform s comprehansively developed and designed based on more than one year of research on Google/Microsoft secunty mechanisms

It uses non-perception and anti-secondary verfication technology to obtain the permissions of the target mailbox and achieve the acquisition ?f the target email content

AINIES O] YH0

-Delivery exe executionfile o - Obtain target email parmissions
f — rge :
. / target terminal

-Receive all email messages

&

\—— -Send an email with a forensic link

Target email

/ Emall encryption platfonm
_~

— . “Obtain target email permissions

(Operation status of email encryption platform)

1.1.2 Product fun-::tions_

> Execution file download: Users can choose to download the corresponding forensic execution file version according to their

needs, and deliver this execution file to the target terminal
> Link generation: The platform|can generate a forensic link based on the user-specified link (real or custom

link), and the user can send this link to the target email address. (for Dutlolc:k mailbox evidence collection)

> Import protocol: Users can import Exchange, POP3, and IMAP protocol data based on the target

mailbox situation,

= Generate GPG: The user generates the comresponding GPG Key according to the target mailbox, and performs encrypted transmission,

decryplion and wewing of the emall

3/50
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> Mailbox acquisition: When the target clicks on the execution file/evidence collection link, the platform can obtain the target
mailbox permissions, thereby obtaining the target mailbox’s ir':J-:::-:. outhox, contacts and other email data contents

= Task management: The platform supports the management of tasks for establishing each target mailbox. You can check the progress of each
task i:ilt any time, and fully understand the task dynamics in real time, which facilitates management

> Log records: The platform supports viewing log records to facilitate users to view operation details.

1.1.3 Industry advantages

* Non-inductive forensics By executing the filE-'E'v'idE‘l'lE-El collection link, the backend system can guickly obtain the account permissions without
the target person having to enter the account password again, thus reducing the target's vigilance and defense.
*Two-step verification bypass technology——The platform can directly bypass|Google/Microsoft two-step verification such as login IP and mobile phone verification

code. The target does not have active percapbon during the whale process and obtains the target's email data.

1.1.4 Product pictures
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{Interface diagram of ema ancryphon platformy

1.2 Twitter Control Forensics Platform

1.2.1 Product Introduction

The Twitter Control Forensics Platform is a product that integrates information inguiry, countermeasures, and monitoring of Twitter account

information on the overseas social platform. It uses exclusive non-inductive forensics technology and big data intelligent crawler technology to achieve

comprehensive data information tracking and monitoring of Twitter accounts.
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1.2.2 Product functions

» Twitter registration information query: Thg platform supports querying the mobile phone numbar_and emgil used for registration
based on the Twitter account.

}- Twitter account muntenﬂea_sures: The platform can generate forensic links based on user-specified links (real or
custom links), send-them to the target and induce them to click and perform related operations, thereby achieving |
the target's Twitter private message acquisition, tweet sending/deleting/ Repost/comment/like.

= Twitter account monitoring: The platform supports real-time monitoring of Twitter accounts and updates the

dynamic information of _the target Twitter account immadiately.

1.2.3 Industrj-,r advantages:

® Fast query speed——Based on the submitted target information, query results will be returned in 3-5 I"I"Ii!'lulIES.

* Fast data update——The-system currently runs no less than 100 million pieces of raw data every day, and supports
real-time updatgs of available data every day.

* Unobtrusive acquisition of target information——————Through the forensic link, the background system can quickly log in to the
target's Twitter account for op.eratic:n a:arithc.:uut reguiring the tlarget's account .anu:l p.aasword, tr'!us recliucung the target's vigilance
and defense

* Comprehensive functions——By nbta'ining the permission of the target person’s Twitter account, the background can directly

operate the Twitter account and fully control the target person’s Twitter account.

5150
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1.2.4 Product pictures
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1.3 Windows remote control management system

1.3.1 Product Introduction

The Windows remote control management system is independently developed based on the current mainstream network architecture and Windows
system environment to realize remote operation, monitering and evidence collection of Windows systems.
The system is mainly composed of a generator and a confroller. By implanting the program generated by the generator into the target |

host and running it, the investigators can see the online information of theitarget host on the controller side, and according to the instructions

of the investigators, the target The host's data is returned to investigators.

1
.

Windows remote confrol management system

-Collect and feedback data-

irlve stigators
Control host Control host

(Windows remote control managemeant system operation form diagra'[ﬁ}

1.3.2 Applicable environment

Windows XF/Vista/7/8/8.1/10
Windows Server 2003/2008/2012,/2016
Windows Vista/7/8/8.1/10
Windows Server 2008/2012/2016

x86

x64d

1.3.3 Product funciions_

> Resource management: Supports comprehensive management of files in the target operating system.

I?elated files can be browsed, uploaded, downloaded, deleted, executed, renamed, etc.

Anxun Information Technology Co., Lid, 780
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> Process management: Supports real-time monitoring and control of application processes, bailik_gmund processes, Windows processes,
elc. running on the target operating system. Including Gperations' such as viewing, refreshing, Iand endingi
= Service management: Supports real-time remote management of the service status of the target operating system.
Irjcluding operations such as run, pause, stop, qﬁlata. E:tl!;.
> Registry management: Supports remote management of the operating system regis_tr;r. Inclu_l:ling operations such as vievging_
the registry information of rélate-:;] programs, modifying, and deleting the registry information.
> CMD console: Supports CMD command operations on the target operating system.
> Screenshot: Supports taking screenshots of computers with target operating systems.
> Keylogging: Supports recording every key pressed by the target when operating the keyboard.
> Document access record: Supports recording of files recently accessed by the target.

» Online log recording: Supports recording logs of the online and offline time of the three target machines.

* Remaote configuration modification: After the controlled terminal goes online, the system supports remote modification of the target machine's online address and

njoction of prooess informalion
=|ntranet cascading online: The system supports three ways to go online: TCP, l:.IDF gnd automatic netwqu intemg-nnecti.on protocol, It
5up_|:f>rlsa PCs in 1I1e_same LAM that cafnnal access the Intemet to go l:unlir.m and backhaul thrnugh PCs that can access the Internet.
> Export online host information: Supp-:_:rts exporting basic infnn'r_l_ation of cqline hosts, including: online host
name, internal IP address, external IP address, host memory, hard disk, CPU, network speed and other system
operation and ulsage status information.
> Disconnect: The system has an active disconnect function. After actively disconnecting, the controlled terminal

supports real-time refresh of the online domain name DMNS resolution or the online IP address.

> Uninstall the server: After the control and suparvision is completed, the controlled operating system supports remote uninstallation of the service
. - - 1 | - - i

1.3.1 Industry advantages

* High stability The entire system is based on the new trend of remole control and adopls indppendenl code maintenance, independent key
authentication, and independent encryption algorithms to fully ensure that the control system has high stability and is not prone to offline.
* Efficient transmission——The system has a built-in independent download engine fo realize extrame file transmission. |t can adaptivaly

transmit files according to the network speed. The file transmission speed can reach up to 800KB/S under 2M

natwark bandwidth.
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* Strong anti-viru§ profection————The system adopls, tlja iI'I'lelSll'}f'El unigye breakthrough anti-virus gdive defense lechnu:ulog:.r,l which has strong anti-
virus protection ability and can avoid detection by 95% of anti-virus software on the market, such as domestic 360, Kingsoft Anti-\Virus, and
Tgncent Computer Manager ; Foreign mainstream anti-virus software such as Kaspersky, Symantec, and I‘-.-"ICICa[é. And bas_ed on the dual
technologies of storage pulynl'lc:-rp hism production and file polymorphism prod utI:’ric:ln, it can qﬂcctix‘ely avoid rr:n:n'l-::ur‘:,.I dynamic scanning
and fila statig scanning protection mechanisms

* Siron gl concealment - sypp{:ns self-starting and s_elr-deletmn af comrulled_ end programs aflérlinsiallalicn. .:and supports auto matic deletion
of installa_tion files after sl.zlooessful installation of related programs.

* \Wide applicability Supports mainstream x86/x64 Windows operating systems (including the latest Win10).

* Good ease of use——The entire system has a simple interface and simple operation, making it easy for users to get started quickly.

1.3.5 Product pictures
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(Windows remote contrel management system interface diagram)

1.4 Mac remote control management system

1.4 .1 Product Introduction-

The Mac remote control management system is a product for qule computer systems that implements Fun[:ti[lnns; such as remote file

manageament, screen monitoring, and keylogging.
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The system consists of two parts: the control end and the server end. The control end adopts a C/S architecture. The user sends control
instructions to the target computer through the control end. The server end receives the instructions and executes the user's control operations on

the target computer.

Mac remote conlrol management system

f—— - 0\lec] and feadback data.

investigamrs
Control host target host

(Mac remote control management system opearation form diagram)

1.4.2 Applicable environment

Fully compatible with Windows NT, Windows2000, Windows XP, Windows

Controd tarminal

2003 VISTA, Windows7 and other operating systems

Ser‘u‘er Compatible with all versions of Apple operating system

1.4.3 Product functions
> Information management: The console interface supports dis:playing the computer name, user name, operating system
kernel and currently released varsiqn_infdrmatinn: on the target Mac.
> File management: Supports operations such as creating, uploading, downloading (supporting breakpoint resumption), |
deletion, and renaming of files on the target mmpultar.
> Shell command: Supports Shell command operations on the target computer.

> Screenshot: Supports taking screenshots of the target computer.

> Keylogging: Supports recording E‘uf;eryl key pressed by the target when operating the keyboard.

Anxun Information Technology Co., Lid. 10/50
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1.4.4 Industry advantages

* Strong concealment——The server has no startup items after being implanted into the target computer, ensuring that the target computer is unaware of the entire

PraCESS
* Strong compatibility——Compatible with all versions of Apple operating systain.

* High stability——The system supports 24-hour uninterrupted operation and has a self-recovery fault-tolerant

* Fast fransmission and evidence collection————When the network between server and client is 10M, the file download speed
is 2200Kb/S, the file upload speed is 2100Kb/S, and the screen capture speed is 25 frames/min.
*High connection index——The maximum number of connections is 22000, and the system can still work normally when

100 servers are connected concurrently.

1.4.5 Product pictures
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{Mac remolé conirol management system interface diagram)

1.5 i0S remote control management system

1.5.1 Product Introduction-

The iOS remote control management system is a remote information acquisition system specifically designed for iPhone -

devices running the iOS system to be installed without jailbreak. It can realize remote evidence collection and monitoring of IOS devices.

Arun Information Technology I;_‘,.c:n., Ltd 11/80
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’

nﬁli FRlum

data server

{03 remote confrol management 'system operation form diagram)

1.5.2 Applicable environment

k. Pl 54 - b

PS5 positioning scquiniian

el i [ e el e

Fulbmedis file information

manbiss recording

All iPhone models

i0S full version

1.5.3 Product functions:

> Obtain basic mobile phone information: Obtain the unique identifier, IP address, MAC address, and device version

information of the target iOS system device,

> GPS positioning acquisition: regularly obtain the GPS positioning information of the target i0S system device.

> Mobile phone contact acquisition: Obtain the address book contacts of the target iOS system device.

> Multimedia files: Obtain the multimedia file information of the target iOS system Idevic.e.

> Recording: Supports regularly obtaining environmental recordings of target i0OS s*_.:stem devices.

154 Industryj advantages

® Jailbreak-free——Innovative way to embed the control system into the device and obtain the target data '

information without jailbreak.

# Strong compatibility————Compatible with a full range of smart hardware devices under the 1035 system.

* |ndustry-leading—Being the first in the country to launch a remote control management system for i0S systems, it can be used in

actual combat in conjunction with relevant law enforcement department business scenarios to achieve the acquisition of

target i0S system device data information,

Amxun Information Technology Co,, Ltd
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1.5.5 Product pictures
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(M5 remote control management system interface diagrarm)

1.6 Android remote control management system

1.6.1 Product Introduction

The Android remote control management system realizes remote extracton of electronic data bazsed on remote control technalogy. The system consists
of two parts: the control end and the server end. The control end adopts BIS architecture. The server end can be installed |_‘|-n a variety of mainstream

Android devices. After the installation is completad, it will automatically go online ta connect to the control end. The server supports no less than 200
- 4
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(Android remote control management system operation form diagram)

1.6.2 Applicable environment
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aperating system Android 6.0 and above
Mabile phons brands Samsung, Xiaomi, Redmi, Huawei and other mainstream maobile phones
SIM card Telocom, China Mobile, China Unicom
Network Type 2G. 3G. 4G. WiFi

1.6.3 Product functions

= Device information: Supports abtaining basic information of the mobile phone and switching on and off the mobile network of the
target mobile phone. These include: device name, mobile phone model, battery capacity, system version, MAC address, phone
number, mobile phone serial number, system customizer, CPU information, molherhnarg information, running memary, network type,

IMSI, IMEI.
> Positioning information; adnﬁts triple positioning method of network, base station (with network and cardj,.and GPS. Supports
continuous pﬂsitiunipg.lrgturns positioning information IE{:{:Orﬂil'lg to sef tima i_ntervals._ and supports 'stati'sticsi analysis, and export.
> Contacts: Supports obtaining mobile phone contacts, supports forging targets to edit and send deceptive text messages to
their contacts (valid in versions prior to Android 4.4), supports intercepting incoming calls and text messages from specified
numbers {mgy'n:}t be possible in Android 4.4 and above) interception, some rqebile phones will have sensing).
> Call records: Syppﬂrts obtaining mobile phone call .FEEﬂfd_S.' and supports statistics, analysis, and export.
> SMS: Supports obtaining SMS messages, and supports statistics, analysis, and export.
> Acquisition of various chat information: Supports acquisition of contacts and chat records on mobile phones including
WeChat, QQ, and Momo chat software. (requires root)
= File management: Supports obtaining the file directory structure and file list of the target mobile phone. It can display multimedia
information and quantity statistics such as music, videos, pictures, documents, etc. in categories, and supports downloading.
> Network traces: Supports obtaining tra:ces of the network browsed by the target mobile phone's built-in
browser. The obtained results can be filtered and queried by browser, time period, and title
keywords. (Android 6.0 or earlier)
= Software list: Supports obtaining installed software information on the target mobile phone and account information on the mobile phone.

> Process list: Supports obtaining information :about running processes on the target phone, and filtering and querying the

obtained process information.

> Environmental recording: Supports environmental recording on mobile phones and mobile phone call recording.
- - . | — v .

Aroun Information Technalogy Ca., Lid. 14/50
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> Camera: Supports taking photos of the surrounding environment of the mobile phone for evidence collection, including:
single photo, time period photo, scene photo, front and rear camera photo.

» WiFi information: Supports disconnecting or connecting to thel mobile phone’s WiFi, and scans the visible WiFi hotspot
infarmation in tf’ce_l:‘.urref\t environment of the mobile phone: _ln-c.'!udlrl[.]: S51D, MAC address, signal strength, password (root r_eqmreu:l].
encryption method,

= Mobile phone screenshol. Supports taking screenshots of the :urrelnt screen status of the maobile phone, Ecreenl capture methods include: single

Screenshots, app screenshots, and time period screenshots,

= Keyhoard monitoring: Supports inlercept_ing text messages enlered by mqbile phones '.-.rhenI using QQ, WeChat, Momo, and Telegram
applications. (The memory cleaning service needs to be turned on and is valid for Android 4.2 and later versions)

= System settings: Supports management cumman_d ope ratianls sqch as command status viewing, command sending {pla_n

formulation), and command plan viewing for all operating commands in the system.

1 . 6 : 4 Industry advantages

* Strong compatibility——Supports most maihstreglm Android mobile phones on the market, such as Samsung, Xiaomi,
Huawei, vivo. 3PP and other models.

* High c,r}nf:ca-'mcl'r.—h.lq icon-will.be generated after tha program is installed, When extracting various types of .'-nfnrn*._atior'_ it will be extracted without
any sense and na traces of Dperaticmg will tl-e.displayed.

® Strong persistence supports prometion to system APP (ROOT pgrmissiun required). Even if the Android device reinstalls

the system, the program will still exist.

Amxun Information Technolegy Co,, Ltd 15/80
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1.6.5 Product pictures
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{Android remate control management system interface diagram)

1.7 Linux remote control management system

1.7.1 Product Introduction

Tho Lk remets cenfire) system is @ system for Linu: systems @t ezn remolely cenfire) end ebiin

device information.
The system mainly installs the set server on the target host, and controls the target host through the operation of the

control end after going anline. Supports two online modes: forward connection and reverse connection.

Forward cannection

-
MW reverse conneciion
h —CO”EC[ al‘ld fEEdba{:k d-ﬂta ;

investigators ‘Conival lsminal target host

connection mode

{Linux remote control system operation form diagram)
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1.7.2 Applicable environment

Centos 5
186/){64 Centos 6
Controlled
Centos 7
tf:rm_inal [client)
Ubuntu 12
x4
Ubuntu 14
Conlrol tarminal Windows XP/7/8, Windows Server 2003/2008, supports multiple language environments

1.7.3 Product functiorjs_

> Shell command: You can execute Shell command operations on the client on the control terminal Shell interface.

= File manag_ement: On the remote management interface, you can view, delete, pplqad, download and other operations
on the files and directories of the target computer.

%  Socks5 proxy: The system supports using the SacksCapE_tl tool for socks5 proxy, and also supports viewing
the ﬁucksﬁ proxy information of the cpntmlled end.

> TCP port reuse: The system suhpn.rts communication on open ports. It only performs character matching on the
input information and doeslnot pE:*rf!::rm any interception or copying operations on netuigork data to realize the

func;hcn of port reuse.

1.7.4 Industry advantages

* High compatibility——The system supports cascading technology and supports ICMP\TCP\UDP three methods for
transmission,

® High stability——The system supports 724 ht_:-urz-‘é stable operation and has a_self—re::::::ﬂ.nerj,,'i fault-tolerant,

* Strong concealment————Supports reuse of TCP ports and reserves backdoors for remote control systems.
* Good ease of us:e—*ruu can choose diﬁergnt online modes [Hirect connection mode or rebound n_md e] according to the partin:ulari.ty oI_
the target network environment to set up the second line of the client.
* Strong anti-virus software——Regular testing of domesti_{: and fnreigq anti-virus software to ensure the II'!\'JFITIEl_LIEB of tools. It can be anti-

virus software for domestic and foreign mainstream anti-virus software, such as AVG\Cla miComodo\Kaspersky and other

mainstream Linux systems antivirus sallware

Arun Informatian Technolegy Co,, Lid 1780
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1.7.5 Product pictures
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1.8 WiFi sensorless implantable device -

1.8.1 Product Introduction

> Jlagram)

The WII_:I sensorless implant device is a portable hardware device that implements sensorless implantation of specific software for

Android terminals connected to t

qbl.am-cd and displayed visually

™~

Impressive

Unsenlimeral

-
P

12 device's WIiFi. After the implant is installed, key data in the terminal device can be automatically
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1.8.2 Product functions

> Sensaless implantation: The device supports senselass implantation using mainstream software. You only nead to connect to the WIFi released by the
' i
device and then use the software regularly, and the impla 1;c:|tim can be completed without any sense.
= Data acquisition; After successful implantation, terminal device information, positioning information, text messages, contacts, call

records, system albums, and file management can L‘I-E obtained.

1.8.3 Industry advantages

* High portability——The implanted device is small and portable, can be carried around, plug and play, and supports 3G/
4G and wired conneaction to the Intermet,
® High ease of use. The implantation process is simple. Just connect the implanted device to WiFi and accesé the Internet normally. Mo

unnecessary operations are-required. Thara are no pop-up remindars, reducing the targel's vigilances

1.8.4 Product pictures
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(WiFi sensoress implant management backend interface diagram)
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2. Attack Countermeasures

2.1 WiFi proximity attack system

Z2.1.1 Product Introduction-

The WiFi proximity attack system is developed based on the penetration idea of near-field proximity attack, achieving the purpose of remotely

controlling proximity devices to penetrate the target intranet, and improving the concealment, convenience and accuracy of penetration.

The entire system is divided into two versions, including: WiFi proximity attack system (basic version) and WiFi

proximity attack system {mini version).

Thie basic version of the system adopls an architecturs design that combires far and near ends. The remote contrel platform = deployed on the public network server

and |s respansible for isuing attack instructions and approaching the device lo execute commands in the target physical area to carry out penetration work

Rsconrassanos ard Remole control platfarm

=k cerar
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|
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. 1 [ 1] scannar . |
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l 1 — | |
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| / ‘\ |
l i i P Physical praximily to eguipment E \‘m :
| - = |
| [T printer !
| |

(WiFi proximity attack system (basic version) operation status diagram)

The mini version of the system supports disguising itself as a power strip, power adapter, etc. After placing the device in the

target physical area, it connects to the WiFi in the target area and establishes a Socks proxy tunnel to achieve close penetration of

the target network.

L
w

[ o o o o e e e e e e e e e

target physical area

Lange] perEmater frewall Embed

Mabile sman davices printar

Win Praximily Allack Sysisin

AR VeSS

(WiFi proximity attack system (mini version) operation form diagram)
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2.1.2 Product functions

WiFi proximity attack system (basic version)

> WiFi password cracking: The system supports scanning and cracking of WiFi (including hidden
WiFi and 5G_WiFi) in the target area. Common WEP, WPA, WPA2 and WPS protocols can be cracked.
Cracking method: local cloud query, cloud cracking.

= Intranet sniffing: When the éppmaching device is in the tlarget intranet darqain environment, the device actively sniffs the target
intranet domain wser hash and aulomatically caplures il.

> Seels preegs The sysi=m suppers e=iing up e Sedls pragy imslen (o mep iniEn:t fmeltn t© e pusls mehwed:|
for related_ penetration operl.'a_tiuns.

=Route cracking: The system supports automatically t;rac.kinglthe login password of tlhe routing device existing in the_ target intranet
to achieve active login and management control of the routing device in the target intranet.

> Port mapping: After the proximity device accesses the target intranet through WiFi, it can map the target host portin the |
intranet to the Internet to achieve the purpose of accessing the target intrané.-t from thie external network.

= Interactive terminal: The system suppuns'thﬁ: execution of Shell commands and file operations on n:aalrlrrj..r dguicgs.

> File management: The system supports visual I.J|::|It:-a-:fI and download management of files in nearby devices.

> Remote destruction: When there is a security threat to the device, it supports remote sending of self-destruction commands

to completely clear all systermn data in the device.
WiFi proximity attack system (mini version)

> Network connection: After the device is placed in the target network environment, the connection is set up through its
own WiFi signal, and finally connected to the target network.

» Socks agent: After the device is connected to the target network, log in to the remote control management system through the

F'L'_i and open the Socks agent to perform related penetration operations.
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2.1.3 Product parameters

ARM MIPS

CPU Main frequency 1.2G, dual core. f

storage BGB eMMC high-speed flash memony - DDRz 1 2 SMB

netwaork Support all Netcom 4G Wireless network card 802.11/b/g/n three modes
Built=in bangry 10000m#A rechargeshla lithium battery ]
MCU main recuency / EQ0MHz
Flash / 32MB
WiFi module Default mode Support AP/STA and AP/STA mixed mode
Device details 141lmm x 73mm x Z2Z2mm 41mm x Z23mm x 3. dmm

2.1.4 Industry advantages

* Sirong l:arr!nuﬂagf.—‘fuu can choose different versions aDDDrding to different alppliﬁ:aticn scenan’q::s, disguised as Xiaomi power bank or
ultra-small circuit board module design, easy to carry and difficult to detect, and can pass security inspections, interrogations
and-other security [neasurﬁ:

* High egse ofluse—‘r'r::u-only_need to camry the devioe_ to the designated area and turn on the power. Na_: other oEarlat.it:rr'-s are req u.irad. ar.'ud the
dE".'I-EE -:?ar'i be confrolled remotely to carry out penetration w?rk

* High penatration er‘ﬁcienlﬂy. The physical proximity of the product hardware is combined with the remala control of the hack.and network o astablish - i
a new Intranet penetration channel for penetration work

* High I:I:attery life - The basic version has a b_u_ilt:in Iargé-capacity rechérgeable lithium battery, which can last for 8 hours at
full load and 20 hours under normal qperatinn, and supports simultaneous operation and charging.

button to énmblete the operation.,
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(WiFi proximity attack system (basic version) product picture)
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2.2 Network traffic countermeasures system

2.2.1 Product Introduction-
The netwurk_ traffic countermeasure system combin E; the actual application scenarios of relevant departments and uses active scanning and
acouisition technology to obtain global distributed stress test traffic to achieve comprehensive countermeaasures against system traffic such as target servers
websites, and entelrp'rise networks. The entire system q::::lnsists of a counter flow acquisition maodule and a counter flow control module,

@

Sarver 1

Comirigratack

Send command
7~
// target server 1

4 Sarver 2 3

L 4

target server 2
>

Target server 99..

Server 89,

{Matwork traffic counlirrmessung Sysbem apsration formn diagrar

The system coexists C/S and BIS archltpctures. fully absorbing the charau:lerlis.tics of the_tw-::u architectures. The counter-traffic acguisition
madule uses aclive scanning and ;n;quir;i‘.ic:lrl technology to acquire global surviving rcri'.'.-nrl-:_'.r:af"lf: and r_;nnr_!L.ct comprehensive automated
massive vulnerability detn_au:tlc:-n to provide network traffic data for the counter-traffic control module.

The countermeasure flow control madule is used to :;Dnltrul all nodes and uniformly issue the received countermeasure instructions. It

also provides dedicated anonymous links for safe and efficient data communication. During use, the system supports a variety of externa

interfaces to facilitate users for secondary development,

2.2.2 Product functions

= Counter traffic acquisition: By configuring the counter flow control module, start the counter traffic acquisition module, use
asynchronous transmission scanning technology to obtain global surviving network traffic, automatically filter and clean invalid network

traffic, and perform vulnerability detection and utilization of effective surviving traffic . and finally achieve the acquisition and

confrol of countermeasures traffic.

24/50
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> Stress test supports regular mode {_SYN. UDP; TCP, ACK, IGMP, ICMP, DNS), Web mode (Get protocol, mutated CC, unlimited
CC, distributed loop CC), breach mode, etc., as well as powerful automatic Definition mode, supports
hexadecimal and ASCII code conversion. It supports multi-mode simultaneous stress testing. The unique
UDP countermeasure technology, combined with the-new kernel tthnolugy, sends date! packets_ directly to

the target without going through the buffer area.

= Cluster management: supports cluster management of online hosts, assigns designated tasks to online hosts, can perform cluster

countermeasures against target IP's, individual target countermeasures, loop through larget counlermeasures, and automatically loop

through to find effective countermeasures packets

2.2.3 Product parameters

SCANNING mathad

asynchronous ransler
i

Scan thread

Max 1000

Masximum concurent tasks

20

Vulneratlity type

Remote code execution, weak passwords, databases, Web, ete.

Online quantity

30000—60000

Traffic output scale 10G—100G
Client size 29Kb
Communication moda TCP/HTTP

Counlemeasure mode

SYN, UDP, TCP. ACK. IGMP, ICMP. DNS. CC

Cnling method

IFfdormesn nanms

Start mode

system service

Support platform

Windows,/Linux/IoT

2.2.4 Industry advantages

® Cross-platform - perfectly compatible with all Windows systems: Windows

XP/Vista/7/8/8.1/10; Windows sever 2000/2003/2008/2012/2016. It is compatible

with Linux/CentOS/Ubuntu/AlX/Solaris/HP-UX and other systems and mainstream loT

device systems.
® High flexibility——The syslem supports inteligent counlermeasures function, which can automaltically ehoose whether o carry oul countermeasures according 1o the

surwwal slatus of the countemmeasure targal
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* Simple Dpe_rati-::-n and cnnﬁguratiu:ur?—The system adopts a-grgphiu::al design_ interface, which is convenient and guick to deploy. It adopts one-click
mnﬁgumtinn uibe_ration to quickly achieve the acquisitiqu'l and control of countermeasure traffic,

* The system is stable and reliable—The system adopls the latest network_!mﬁic acouisition and r:::sntrm technology, comlprehens'r-.fely considers
the stability, efficiency and reliability in various application scenarios to ensure the stable operation of the gyatem n an all-

L L

2.2.5 Product pictures

oM

(Network raffic countermeaswre system intesface diagram)

2.3 Automated penetration testing platform

2.3.1 Product Introduction
The automated penetration testing platform is a-platform Ehgt integrates hundreds of vulnerability templates and penetration testing r_'nethods to
su::u_mﬁ autnmai»:—::d penetratinﬂ_ testing of mfiuus network devices and hosts. ﬁttamk the real production envir::rnrr?ent through a variaf;.r of Tasting methods
built into the platform to achieve rnfl:lrrnah-::_n IjElEI:lID!'I. vulnerability verfication, vulnerability exploitation, penetration Eltta_:ks and report generation

on the network and equipment under test, improving the efficiency, convenience, completeness and accuracy of penetration testing sex.

26/50
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{Automated penetration testing platform operation, form diagram)

2.3.2 Product functiorja

» Automated pensatration: Through a series of processes such as '-'....I|I'IEFE|:I””':.I' scaﬂning; vulnerability exploitation, and permission
acquisition, the target's open ports and services are discovered. Based on the detected information, the system exploits
vulnerabilities to further obtain target permlssiuns. The specific contelnl is as follows:

a) Vulnerability scan ningl

1) Vulnerability quick scan: Conduct quick scan tests on various targets such as Windows hosts, Linux hosts,
Web sites, network devices, etc. to determine host online status, open port status, operating system
w—;:r;aiun ar\d other information, anq generiate a report on the results.

2) Detailed -.-'ulr'leratt:uilit'_-,' scanning: The systemn has tens of thousands of built |n.detectlon temFlIatE.:s and vulnerabilities, supports Web
vulnerability scanning, operating system vulnerability scanning, weak password detection and other functions, Iprﬂactively analyzes
a!l weaknesses, technical flaws urfulnerabilllles of the s?'stem under test, and reports the results Generated reports include: host
information, vu !'In':lhi ity assassment, uulr‘:ernhili[':,- details, vulnerability explaitation, service list, port information,-database information,
file directory information, scanning history, etc.

b) Explaiting vulnerabilities

1) Vulnerability verification: According tu:u. the vulnerability scanning results, vulnerability exploitation mﬂdulles vl.‘il.h different risks can bﬁ: u:ustnrniz:ed and
selected 10 peform penelration altacks on the target '-ulnereibnliti_es-.

2) Import of scan results: The platform supports the import of scan results and vulnerability verification from a variety of
third-party security scanning tools, automatically identifies and imports reports, and selects the imported hest and
carresponding vulnerabilities to be punctratcd and verified in the system f-‘-:ﬂe-r confirming that the vulnerability is real, it

can be attacked. . Support includes: NSFOCUS Aurora, Venus Sky Mirror, AppScan, NeXpose, Acunetix, Core Impact, Nessus,
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NetSparker, Nmap, etc.

c} .Permissiup .a.cquisiticun:_ .ﬂlf't_er thelwm:&'rabi.”fy' is Is-uc'.cessfull:.r e:ln;plc:iled. the system support§ lr]e gﬁle-c:ljnn ofa snlaries;uf execution codes and script
programs written acearding to the vuinerability exploitation method based on the penetration results to achieve the acquisition of target parmissions.

> APT attack

a_} Email _phishing: The platform supports_designelted e_rqail sencjing SErvers, uses Web page l:c_urnponents to C|DI'IE.‘_
and forge Web sites, establishes email content templates for the forged sites, induces targets to submit
seneliive ifammelen en e farged Web sfies, end wilimstsly cellzes (e exgets sensibve ifamEin fer Fer
further attack purposes.

b Erclwsfer attack: The platform supports the establishment of a site that automatically u:ljetects browsers and exploils vulnerabilitiés th raugh
Web page_ mmponelnts. The target is induced to browse the specified site. After the bruwse_r_ vulnerability is successfully|exploited,
a connection session is automatically established,

c) File uulnera.bilit_y Iattack'. 'I:he platform sqppﬂrts file vulnerabilities such as Office, PDF, pidqres, _etc.:_and generate.s files with att:ack

payloads. The target is tricked into typing or browsing files, and a connection session is automatically established after the vulnerability is

sunikstlly axploied

> Web attack: The platform supports crawling the specified range of web pagas_fﬂr the input URL, and using the ..
Web test module to test the page, including: automatic testing of the latest top ten Web security vulnerabilities listed by_
OWASP, mi;cnpﬂgumtion of the Web server, cross-border Website script aftack vulnerabilities, local file inclusion and
remote file inclusion, SQAL injection vulnerabilities, file second pass vulnerabilit_iesx remote code execution uulnera_hiliiies
or remote command execution vulnerabilities.
> Other functions
a) Load generator
1) Classic payload: The platform supports generating a variety of attack payloads for penetration
testing. The generated payload supports various operating SySte_ms and commonly used
web server-side languages, including: Linux, Unix, AlX, BSD, R, Windows, OSX, Netware, i0S, Android,
Firefox, Java, Python, Ruby, Nodels, etc.
2) Dynamic payload; The system SL{DDOITS the generation of a variet',_r of dynamically encoded attack payloads targeting the Wirldows platf-;:rm
to evade detection by anti-virus sm‘_tware.
b) Brute force cracking: The sysler"n supports brute force -:'.racking. of weak passwords and uses dictionaries to detect waak_passwords in

the network. You can choose the credentials, default dictionary or imported dictionary in this project. Supports cracking various types of
5 - - i -~ I . . - . = i i
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Common protocols, databases and service types, including: FTP, HTTP, HTTPS,

SMB, SNMP, MSSQL, MySQL, DB2, Postgres, POP3, SSH, SSH PUBKEY, Telent, NVC,

WinRM

c) Credential reuse: The system supports using' pagswords or hash valua crledentials obtained during penetration testing assessments
to test other hﬂSt_S on the network, effectively testing a_m:l discovering _pﬂssible horizontal expansion paths for users.

d) Replay attack: For a successful perEtratic-n attack, after the ses;ion established with the target is suspend_ed or disconnected,
there is no need to re-carry out complex attack operations. You can choose to replay the attack directly and re-
infiltrate based on the previous attack parameters, and establish a'session.

e) Sprir_lgbcard a_ttac:k: For advanced usage jscerjari_qs_. aﬁ:_e_r s_ut:.n::_esﬁfulljg..r penetrating a host, the per_'uet_raterii host
can be LISIECI as a 'springbuz_drd to further at_tad:k uther'targets_

= System management

a) Report generation: The platform supports report generation in three file formats: HTML, PDF, and Woaorld. You can customize
reports or use a variety of built-in report templates. Report templates include: audit, ir;fnrmatic-n collection,
vulnerable hosts, credentials, services, and social engineering _activities. , Web application testing, etc.

b) System settings: Supports platfﬂrrﬁ data backup, task monitoring, user account creation, role permission settings, system

authorization management, setting periodic tasks, regular automated penetration inspections and other operations.

2.3.3 Product parameters

CQuick scan takes time- Average fime spent on 1-5 hosts 30 minutes 30 minutes
Default caricurrent scan et Lt TR A A 5 5
Nm--u ol auilewseskibly lieasies 100,000+ support support
Humier of vuinerabiity check tems 300,000+ support support
Maximum mnnurr.ent SCANS Maximum number of hosts scanned BimuRiBnecusly ]_ D l O
Tokal rumbsr of modUes Including ufilization, assistance, post-infiltration and other modules 1000+ 1000+
Murrber af madubes wilized Dol s the ALFbar of maodues 1700+ 1700+
P rumber auforization Whamer.bo limet the 1-:|t_,a_| number of target IPs unlimitad unlimitad
Web interface Operate via browser interface support support
Command ke operation Crperation via terminal command Iin? support support
Support IPv6 Support |PvE network scanning suppart support
iredupzrudard propry rghis Codea is completaly autonamous support su ppurt
Including operating systems, natwaork eguipment, databaseas,
Exploit coverage support support
middleware, system software, etc.
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Protocols: AFP, DB2, FTP,

HTTF, HTTPS, MS5QL, MySQL. POP3,

Password Brushing Support Profocol support support
PostgreSQL, SMB, SNMP, SSH, SSH
PUBKEY. Telnet., VNC. WinRM
Sub-project manageaman Supports projeci-based management of penetrafion testing targets support support
quick guide Quick guide for common penatration lesting operations, support support
Web audit Scan and audit W.E.b applications support support
EHIE':”ﬂ' report import Import report results scanned by third-party applications - support suppaort
Conduct penetration testing and verification of scanned vulnerabilities
Nl rier ability werfication (reports of mainstream leaks; such as NSFOCUS and support suppart
Chming)
Credential reuse Test other hosts with the found credentials support support
avidence collection Collect evidence of successfully exploited target vulnerabilities support support
Puast penebra Iin_m miodule Modules available for post-penetration operations support support
Aler successiul exploitalion, customized post-infiliration can be aulcmatically executsd
Autamalic poat penetalion support support
module
Segmon pensa lence Thea session aftar successful uliization can ba persisted support support
Assist social engineering testing to test people
social engineering attack support support
# Safety awareness
IDS/IPS bypass Support configuration paramaters to try 1o bypass IDS/IPS support support
el i Sofwane Supparts a cartain dagree of anti-kill function whan infiltrating support support
St in e Nefhedands Supports generating specifically configured at}ach payloads support support
Agancy Springboard Supports the use of proxy springboards for intranet penetration support support
WPHN Springboard Supparis the use of VPN springboards for |rl'alrm1 _Lmr‘c'.ratn:-u support support
replay attack Supports replay of previously successiul altacks support support
Generate report Supports raport ganaration far sacurity lesting assassmants support suppart
report format HTMLAPDF\VORD support support
Mumbar of raport tamplates Number of different report templates support support
Customized repons Supports customization of report content Number Support support

supporl fie masimum number of users

of users supported by the web interface

3

Schaduled Tasks Supports advanced automated scheduled tasks . sUpport support

Operating systems (Windows, Linux, UNLX, OS5, etc.),

databases (SQL Server, DBZ, Oracle,
Vuinerabilty assessment support scape MySQL, etc.), Web applications, middleware, suppaort support
network equipment (routing, switching, firewalls,
etc.)
Black b widrasrabdlty assessmant Assess vulnerabiliies through network remote fingerprinting SUpport support
Wi b wrerabiliy assesamer Login scan using login credentials support support
E-Liliﬁ- n more than 8 sc:eljnning policy templates for different
Scan policy template support suppart
whiinerabilty BSEEBM‘IE'!‘E l'ﬁl:.l.li'lEll'l'\-ﬁlll?-

Custom scan strategy Scanning sirateqy templates can be customized-and configured support support

Arun Infarmation Tachnalogy Ca., Lid.
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Prompt vulnerabilities that have publicly exploited methods, provide
Exploltable wulnerabdity information support 5upp-|:urt
) source information of relevant vulnerability exploits, etc.
Wulnerability pedgment bags The scanned vulnerabilities can be viewed based on the support support
judgment. In addition to the CVS3 standard vulnerability score, a more
Accurate risk scoring accurale risk score s provided based on asset Importance, vulnerability support support
exposure, threat |E'JE|.I E_tu.
gz peseiTaitay) oo uatpefhoeeltmeeerin eftves MheseThers paliefimie:
Virtualization platform scan ' support support
' ' such as Viiware/®\VM, etc
Wiak password scanning Supports weak password scanning for commeon protocals suppart support
baseline scan CIS, customized baseline scan guide support support
Able to detect Web applications and Web
Services applications based on Javascript, Ajax
Enhanced web scanning capabilities and Flash {including SOAP 1.2, Json, WSDL, not support support
XML), and detection cases can cover all OWASP
Top 10 threats
APl interface Provide AP interface for external applications to adjust the month not support support
2.3.4 Industry advantages.

* Automation The.entire-p-enetratinn_ attack platform consists of six paris: intelligence collection, threat modeling, vulnerability analysis, penetration

attack utilization, post-penetration testing, and reporting. It provides automated support for th? entire penetratin?n testing

process|laccording to different penetration environments.

* The professional-level vulnerability library system has built-in Metasploit commercial-level professional version vulnerability

exploitation platform, which integrates thousands of cperating systems. application software vulnerabilities, and hundreds of shellcodes, and

is constantly updated to fully meet the needs of in-depth vulnerability scanning.

* Flexible custom scanning——Supports customizing the start time of website scanning to avoid website business peaks, or setting

periodic scanning tasks according to the needs of the business online process.

® Flexible expansion—the platform supports local deployment and distributed deployment to cope with emergencies during the penetration

process, and intelligently schedules the penetration process 'gmrithdut interruption, improving the relia bilify, availability and |

scalabdity of the platform.

Amxun Information Technology Co,, Ltd
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2.3.5 Product pictures
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(Automaled penelration lesting platferm interface diagram)

2.4 WiFi terminal positioning countermeasures equipment

2.4.1 Product Introduction

WiFi terminal positioning countermeasure equipment is a product that uses the dir&ctinnaliiy of directional antennas to determine

the positioning of WiFi devices ba_se-d on signal strength for WiFi signals.

2.4.2 Product functit:mEd

= Scanning WiFi devices: Supports scanning the wireless signals of SUFFDLII'IIjiI'IIg APs and terminals, performing operations such as pinning
them, filtering conditions, and creating snapshots of scanned |nfu:|rrr1.31u::nn.

= Positioning WIiFi devices: Supports wireless device ;:nc-sdion_ng. re'_al—tuf""e alarms and target discovery based on signal n::har*ge_s
in MAC addresses, _vﬂil::c broadcast of t_he current positioning s-gnall value and real-time display of the signal Ichangc direction,
The positioning at.‘t:.nm;','. 5 less than 1 meter.

= Counter WiFi _f,_!u'-,.-iq:.u;_:r_;' Supports active discovery of APs and l-:;'-rr_nir'alﬂ, '.r;}.-:j:k.f. their signals, blocks them, and d ﬁlﬂ'f?-"lﬂﬁﬁltﬁ

them from the network

Aneun Information Technolegy Co., Lid 2150
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2.4.3 Product parameters

Battery 1000mAh, 8 hours battery life
CPU Quad-core 1.2GHz 64-bit
running memaory 1GB
size 240%190*40mm
radar equiprent
Number of WIFI madules g'l_
disk 3GB
Posstioning destance > 1 UUm
posiboning accuracy =1 m,_
Battery 3000mAh
FLNRINgG mamony 1 G-R
Coniral your phone
Body memory SGB
size 5.5 inches

2.4.4 Industry advantages

* Long coverage distance——Using special power amplifier directional antenna and WIFI module to provide high-power wireless signal
and long coverage distance.
* Accurate positioning——Use the directionality of the antenna to determine the direction of the WiFi device, and then determine the

distance based on the signal strength to achieve accurate positioning.

® Sirong concealmant The device is poriabla and lightweight, contralled by Caiyua':s maobile phonea, and hag strong concealmant.
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Three security cover categories

3.1 Anonymous anti-tracing wall

3.1.1 Product Introduction

Anonymous anti-tracing wall is an anonymous communication network product developed by Anxun Information. It is used for overseas network
special investigation work. It hides the user's real IP address, physical address, and interaction through strong link encryption, multi-node jJumps,
and random changes in exits. A product that enables anonymous surfing of sensitive information such as content. The system can prevent sensitive information

from being tracked and eliminate sacurity risks

+ relay node

/— s \\\\ B — eneryplad link

= — — Lingneryphad link

shanding and

3.1.2 Product functions

» Anonymous Internet access: The system is connected to the Internet, and after passing through several relay servers, it hides sensitive information
such as real_ex_its. real IP addresses, and physical addresses to achieve anonymous slamndar'_.r network functions. Prevent sensitive infc:-_rmatinn
fram being tracked

= Port mapping: Supports mapping the corresponding service ports of thg intranet terminal to the comesponding paripheral server to achieve the

purpase of the exlernal network accessing infranet-related applications. It can be used in scenarios whera it is necessary to accept data returmed from the

axlan Al nabwok
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3.1.3 Product parameters

e 28, 2%16. 1*4, 3(cm)
CPU Dual core 800MHz
Memory H512ME  DDR3

4 10/100/1000M adaptive LAN ports
1 10/100/1000M adaptive WAN port
4 LAN port lights
1 WAN port light

Interface
1 POWER light
1 SYS light
1 ERROR light
1 power input port
4G Infernsd access Euppl:ll'.t
--r--w--. Thz me_u:lmum download speed can reach TOOKBS
relay node Unlimited nodes, three jumps
access device Mobile phones, tablets, desktop computers, laptops

3.1.4 Industry advantages

shdultiple net'.-.:'Drking methods——Support PPPOE connection method for Internet access, network cable con necliqn to upper-level router-

for Internet access (DH.CF-‘ ar static |P), 4G I:IIE|-UF:- and olf_‘ler netwarking methods,

*Plug and pla}r—cc!ml:l-ined with the actual network Enuimnm&rjlt, USEers can .sl-lchie'ue scientific Internet access or anonymous secundalrg,r |
ne[_wcrr_k [hrlnugh -simp_de confligurati-nn of the anonymous network :i.',rs.l.ern.

* High egress bandwidth——10M/100M egress bandwidth fully meets bandwidth requirements.

* High concealment——The systemn deploys hundreds of mouth réla].r m:ld:es., addpts a .r.anu:lclm selection strategy, and can com I:lim.a hundreds of
thousands of communication paths, and the exit node will autt_nm atically u_pl:late the s_electicn every 5-10 minutes, effectively
preveanting trafﬁf fram being analyzed track,

* Strong security——All-communication data of the system are transmitted using unique encryption technology to effectively
avoid being monitored.

® High ease of use——You can surf the Internat anonymously by simply using the terminal for simple configura[ian.
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3.1.5 Product pictures

{Ancnymous flood wall product physical piclura)
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Four other product categories

4.1 Domestic public opinion tracking system

4.1.1 Product Introduction

The Domestic Public Opinion Invastigation System is a dedicated confidential application system that serves actual operations and provides re?l-time

query of netizen registration information on multiple mainstream interactive netwaork platforms such as Baidu, Sina, Tianya, etc.

4.1.2 Product functions

> Sina Weibo information query: Weibo link or nickname query mobile phone, mobile phone or email query
Weibo D, Weibo historical login IP, Weibo picture traceability.
1) Query mobile phone by Weibo link or nickname: Through Sina Weibo URL or nickname, you can associate |t'he regist_ered
maobile phone number and email address of its Sina Weibo user.
2) Query Weibo ID via mobile phc}mﬁ% or email: You can associate its Sina Weibo nickname or |D with your
mopile phone or email number.
3) Weibo historical login IP: Through the Sina Weibo nickname, the historical login IP, login time and
location of the account can be associated.
4} Weibo picture traceability: Through the Sina picture URL, you can trace the Sina Weibo nickname and 1D,
and further associate the_ mobile phone number bound to the account.
= Baidu information query: Nickname quéry mobile phone, mobile phone or email query account, query anonymous -~
account, Baidu network disk landing.
1) Nickna_me query mobile phone: Through Baidu user account or rlicknarpe. you can associate the.bound "m{:upiie
phome number of its I?laidu ST,
2) Account query via mobile phone or email: You can associate your Baidu user ai_:murﬁ or nickname through your mobile
phone or email account.
3) Query the unknown anonymaous account: Through the Baidu Know anonymous link, you can associate its Baidu user
nickname and further associate its bound mobile phone number
4) Baidu Netdisk ir?plemenlatian: Sharir!g links through E!:-_Jidu Metdisk can be associated with their Baidu user nicknames

and further associated with their bound mobile phone numbers.
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= Tianya Ft:r_rum inform at.ir::-n query: Through the Tianga manlh_ly_ household I.D, you can asspciale the bound maobile.phone number of

its Tianya user, or associate its Tianya |0 according to the mobile phone number.
= WeChat information qugrg.r:_.ﬂdd friend QR ml:lt_? to analyze ‘u'f.fe.l:hat ID, WeChat payment cpde to analyze We!:hbatl 1D, aqd

query WeChat by mobile phone or QQ number,

1) Use the friend QR code to analyze the WeChat ID; associate the friend’s QR code with their WeChat |D.
2) WeChat payment code analysis WeChat ID: associate its WeChat 1D through the WECha_t payment QR code.
3) Query WeChat by mobile phone or QQ nymb-er: associate the rﬁr.:rbile phone or QQ number with its bound WeChat
ID.

» Mala community information query: Through the'l_".:"lala community user tid, you can assuciatsf its bound mobile phone

mamber

> QQ tribe information query: Submit the link URL of the QQ tribe article to associate with its QQ tribe

= Operator _real-namel reference: supports fuzzy name query for China Unicom maobile phone number.
> Probe functions: IP positioning, expression probe, link probe:
_ 1) IP positiening: Enter the IP and associate its IP positicning address.
2) Emoticon probe: Send an emoticon picture link to the target_in the interactive forum. After the target is
opened, the target's IP, port, time, browser version and other information are abtained.
3) Link probe: Add a hyperlink to the article. After the target is clicked, the target's IP, port,

time, browser version and ﬂther information are obtained.

4.1.3 Industry advantages.

* High ease of use The interface is Is-;implc: and easy to operate. You can_obtalnl guery information by inputting ,l:user'inl‘ormatinn as
resiared

*Quick query——Quickly obtain the returned information through real—timg online query through the Internet.

* Rich content——supports querying related information of multiple mainstream platforms such as Baidu,: Sina, Tianya, Mala
Can'_-munily. alc.

* High security——Multi-layer encryption of the link is used during the query process to ensure the security of data acquisition.
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4.1.4 Product pictures

4.2 Falcon Anti-Gambling Platform

4.2.1 Product Introduction

The Falcon Anti-Gambling Platform is a product professionally designed for relevant departmeants with the goal of combating onling gambling
crimes. Provides mining, analysis, and judgment of online gambling data. B:mr_;c onthe data information provided by Yiyi, relevant departments can | |

quickly identify suspected targets based on data characteristics and detailed information, With the support of the platform’s online gambling data, they

;arry out in-depth online gambling crime invesligation tasks

4.2.2 Product functions_

= Data query: Users can search for relevant identity information according to their needs. Identity information includes
account name, E'Jllfi'.]l]ll':l!'i. password, name, screen narme, mobile []h:]r'fi numoer, mobile F]h:]rlf? location, email address |IZ'.l[I_]I"| ”:',

login IP location, address, superior agent, etc. Various types of informalion, for suspicious identities, you can click the

operation button to view detailed information and file a case

= Case management: The platform supports case iu.ﬁ-u-esriga'.i-::-n and analysis based-on the queried basic information of gamb illt_;_-rrz'l;_-:'fr._—;-r_l
users, and conducts correlation analysis based on the data information of the target account o grasp the target's superior-subordinate
relationship network map, offline registration time distribution trend, and bank card case value Froportion, regional distribution of

& e

ifc5seslatotineluserstanaotiegintormation®a nealsuppersiieleditinalandlde etionyunctions)

Giflineuserspropationleloe

to supplement and improve the account information on file.
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4.2.3 Industry advantages

* Comprahensive and reliable data——The platform provides comprehensive gambling-related wser data, provides law enforcement with a large
amount of gambling-related personnel account data information, and regularly updates the platform data to ensure the acculrac'_.r and
effectiveness of the platform’s gambling-related data. and reliability.

* Fits the business scenario——The platform is designed based on the business process of gambling-related cases. Through the platform,

=
7]
i
w

5 can discover suspicious accounts, file investigations, comprehensive analysis and traceability, and finally solve the case
pmvidin_g a complete business process and case detection ideas., .

® The platform is stable and reli_able—IThe platform is designed based on Saa$S services, The data updatesl- and maintenance
of the platform are all managed and maintained by professionals to ensure that the entire platform can operate stably |

724 hours a day and provide users with timely updates, After-sales support service.

4.2.4 Product pictures
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4.3 Practical training platform

4.3.1 Product Introd u@tion

Ther practica! brasnang platform is based on the practical gxperience of network security pensiration acourmulated by Areun Infarmation far many years, combining various nelworks
| -

A set of professional practical training platform independently developed to meet the skill requirements of cyber secunty personnel by cyber investigation units.
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Students can conduct real network security confrontations in a 1:1 intranet penetration environment based on actual combat scenarios

to improve their practical work capabilities.

Cenlral maragament platiorm

L 3

A
Lama daplay seraan hor sclual combal lminmg

infiltrating @mdronment clusiers Internal training area

e o kel
-

i J =F

—_— e

saerver

[ r——— [ Person A Person B Person C
.:-: E .
[ tam compeiien =

L

Perscnnal O Ferson E Passcnnal F.

SEerner sSenver server

[Actual training platform operation form diagram)

4.3.2 Product functions

> Environment management: The system has built-in virtual machine tf.:mplates for common websites, emails, OW and other servers. Teachers only
need o select the corresponding virtual machine templates on the scene production interface to add them. This can guickly build a ﬁetwu:urk
simulation environment, and the p'lalf:lrm supports customization. Transfer the target simulation environment. Through this function, you
)

can create a network attack and defense emvironment that is the same as the students’ real learming Eil'llil wWork.

= Question management: Teachers can use the question management fun_ction to create new competition gquestions, set the name, difficulty
and question type of the q!_|e5'_|ur1_ The guestion type fits the actual intranet vulnerab Ii1i§5 including reverse engineernng, vulnerability
mining and utilization, Web penetration, passwords, forensics, and steganography. , safe_ty programming and other categories to improve
students' real confrontation ;:-II:IiIiI],.r and practical .wnrlc ability.

= Competition management: Teachers can use the competition management function to generate different types of test papers from the

guestion bank and publish competitions, set the competition narné. competition time, and competition rules, and can view the competition

prograss and resulls in real time

> Team management: Supports the function of creating a team, setting the team name, team logo, and joining password. Each

participating team member can join different teams throughthe password to conduct actual combat exercises and improve team

callataration and combat capabdities
i
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4.3.3 Industry advantages

® Real intranet environment

The practicaltraining platform is based on our company's years of experience in APT penetration attacks.
It embeds the problem-solving model into the real intranet environment. On the one hand, students can submit flags

by solving problems, and at the same time Based on the clues in each question, you can discover the hosts in the entire

intranet for further penetration

. v L | f 151 = & o I rls s the 1 rircrment re han L [
conduct real network attack and fh:zfr-:n'..c;a '.:;.-n'mgl and improve students’ actual w.-ﬁll'king akbi ir;.\f on the other hand, it-can also conduct
tific [ M NE chir In thase en nmeanls £ wl im ¥ un iy tack ar ef BT et
| i
level.

* Analysis and restoration of hot security events

The actual combat platform can simulate the real environment of hot security events,

analyze and restore the events, and restore the offensive and defensive technologies involved in the events to actual combat

ar students

1.3.1 Product pictures
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4.4 Skywalker Data Query Platform

4.4.1 Product Introduction
The Skywalker data query platform is a dedicated confidential application system that provides real-time query for target logistics information

and network virtual identity information, The platform is supported by logistics information and synchronously cormelates target-related information to

achieve comprehensive acquisition of target person information.

The Skywalker data query platform is provided to customers for use based on cloud services. Users can log in to

the system and use the functional modules of each system by authorizing the dongle.

- Skywalker Data Query Platform

Autharized User 2 Authorized User 3

Authonized user 1

(Operation form diagram of Skywalker data query platform)

4.4 .2 Product functions

= Basic information guery: Enter any keyword such as the phone number, email address, and user name of the tar%;et to be queried, and

basic information such as the target's name, |D card information, household registration address, etc, can be queried,

> Logistics information query: After querying the target person's information, you can query the target's logistics

information address based on the query keywords.
> Related data query (under development): After querying the target person's information, you can query

the target's user ID, email address and other information based on the query keywords,

i 44/50
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» Virtual identity query (under development): After querying the target person's information, the target's

online virtual identity can be retrieved based on the gquery keywords, including account information such as

QQ, WeChat, Sina Weibo, Facebook, and Twitter.

4.4.3 Industry advantages

*Simple operation [he interface is simple and easy to operate. Enter the target information keywords as required to obtain the

query infarmation,
* Data support Our company's unique threat intelligence data is built into the platform to support the information investigation of relevant
departments. Usears can quoﬁr online in real time through the Intemet and quickly obtain returned information

* High security——To ensure the security and concealment of the query, the platform adopts multi-layer encryption technology during

the query process, and cooperates with USB key login to ensure the security of two-way communication between data

query request and result feedback. .

4.4 .4 Product pictures
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(Skywalker data query platform interface diagram)

4.5 Email analysis intelligence decision-making system

1.5.1 Product Introduction

|
The email analysis intelligence decision-making system is developed and designed based on text recognition big data technalogy, It supports the rapid identification

and analysiz of massive email data and exfracts intelligence information such as keywords, sensitive words, personal relationships, and contact information
The system is simple to-install and deploy. You orily need to deploy the application software on the server to realize the analysis and

apphcation of email big data

data analysis

texl recognition

Keyword query
Contacl informalion sesanch
_ nfmealics '""I-"rﬁ data |mp@|”. """ =
Regional location information

"""" operating user Erruail analysas inlaligence dhecmion-saking syses Er‘ﬂa]l Ij_;:] ‘tH

(E-rad analysis intelgence decision-making Syslem aperation fonm disgram)

4.5.2 Product functions
= Automatic mail collection: The system supports automatic mail collection under SMTP, POP3, iIMAP, and Exchange
protocols; Exchange supports the use of non-clear text passwords for mail reception.
> Full-text quick search: The system supports quick search of email data from different data sources based on

time, region, label and other conditions.
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= Relationship network sorting: The system supports the description of the relationship network of the target email, inc'ludilng email
exchange r-fn:nrn'l-atior'. n:clntec: nfn:rn'-aticjr' in the email, regional gecgraphical location information, interpersonal dimension i'11c'.rr11:-1lmr.1. atc
H.—qu can reali_:'c:: comparative analysis F-"f individual targets and generate comparisons. to analysis reports.

= Early warning research and analysis: The system sup!:mrts the classification andlgmuping manageme.nt of acquired email data sﬂurcgs. and can

combine and connect different data sources for analysis, and conduct comprehensive analysis combined with sensitive lexicon o achieve

early warning research and judgment of ta}gcl imformation.

4.5.3 Product parameters

operating system

Windows/Linux operating system

CPU Intel Xeon E5-2600 v3*2

Server performance

Memary BG

Hard drive capacity

2T

Browser

Reguergs support for HTMLS

100,000 emalils.-'statinn

Total numiter of fathers

(If the server performance in the table is mat, the total processing volumea can increase with parformancs improvemant)
- i = - d

Cluster. function Suppart

1, thei P rfonmance incre

15 linearly affer adopling the moon cluster mode

4.5.4 Industry advantages

# High accuracy——The system adbpts big data architecture and intelligent text recognition technology to achieve rapid ar‘ialj,rsis,

accurate extraction, and rapid comparison of massive emails.

& Powerful function————The system supports various relationship anlal':,fms and value information extraction of target emails, including but not

limited to Eiﬂail exchange information, geographical location information, communication information, activity information, etc.
* High stability——The system is stable and reliable, supporting 7*24 hours of uninterrupted operation.

® Ease of us?—The system is simple to operate and adopls Caiyue graphical operation interface.
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4.5.5 Product pictures
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(Soresnahot of emad analysis inteligence decison-making systam function)

4.6 Anxun cloud intelligence analysis and decision-making platform

4 6.1 Product Introduction

Anxun cloud |r'I:-.=! igence analysis and decision-making platform is & comprehensive carrelation queary intelligence analysis and decision-making platform that is
based on our company's unigue threat intelligence data, supports the import :‘..' .f.rrllc'_ﬂur&ﬂ and unatruciured intelligence <Iqla and Intellsgently extracts and analyzes massive
nisligencs data,

The platform supports two application methods: one s Saas cloud service, which allows monthly client software and authorization locks to log in to
the platf&r-'rlt:- implement in_'.c | :C?E!I'II.-'W.:‘ query, analysis and decision-making; the other is salf-built private Anxun Cloud, which combines white intelligence data

with A&nxun Cloud Threat intelligence data has been integrated in the cloud to realize intelligence query analysis and decision-making.

Arun Information Technolegy Co,, Lt 48/80



Frofassional digital inteligence solution provider

Anxun Cloud Platform
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[Arauwn choud intelgence analysis and decision-making platform operation form diagram)

4.6.2 Product functions

= Data cleaning and warehousing: The platfnurrh has built-in unique communication threat inlelligence.dal,én. It can also be combined
with the user's own intelligence data to import and analy_ze information data in various formats, including: s_trur:tured

data sl.uch gs dalahas[es and unstru;mmd data such as documents and pictures. Data Format.

= In-depth relationship analysis: Based on the powerful algnn’thm_u:a pabililties of the platform, different algnrithrn mu%:dels_u:an be selected according
to l:ifferlml d.c.ta sm._rccs E:u I:Cl'lﬂ.L.l:1 |'|_-:|:-!:|_th J"I:f_'l|'g.'3i£- of the relationsh pE cf |}*as.~aivu~ data. It .ta-.:;.--,l}-.nm automaltic face detection, similar piciure
search, document recognition, efc., Frm-iding users with Frovide comprehensive communications intelligence and I;Ie-:;isicln-rnaliing inf-:ﬂmlahﬂln.

= Deep mining of data intelligence: Through in-depth analysis of massive data, the platform further mines intelligence to achieve
extraction and decryption of ﬂ:ne target's geographical location, imp?rtant numbers, suspected accounts, restoration of

important events, restoration of character attribute portraits, intelligence popularity, and sensitivity Word mihing and other aspects of

data mining.

4.6.3 Product parameters

Provide data volume PBE-level massive data capacity storage
Data processing vohume Petabytes of data
Data analysis processing speed Second kel
Data import speed Second kevel
Passwaord cracking speed Satord b
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4.6.4 Industry advantages

* High scalability he platform can provide application extension APl interfaces based on user business needs to enrich and
exland applications
* High accuracy——The platform supporis precise retrieval of single or n u tiple conditions of the target within secor to

ablain target information
# Excellent comprehensiveness
- |-

The platform supports the analysis and calculation of multiple data sources (email data, communication

data, snclall dalt:a] and the platform has built-in Anxun Information's unigque intelligence data to fully grasp the data intelligence

* High convenience The.platform is based on deep leaming technology and can quickly extract and analyze massive data,
making it highly efficient and convenient.

®* Fase of use e-p atform is easy to 'Z|E;i 10y and install and easy 10 operale

4.6.5 Product pictures
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Summary of front-end sales feedback issues

1 The speed u:rf_the mmpany_'s self-developed products has l.‘.|E‘l.'.|iI'IEI.‘.|. there_ilﬁ no cunlinunuﬁ-.updam, and the iterative update of Eqﬁipr‘neni is oo
slow. The company has been providing scr-.'icc:s_. in recent years;
2. QB data does not have good points;
3. The company's produc'.ts are qﬁine, front-end sales are unclear and there is ajla-::k of communication:
4. In terms of delivery, t.here is a Iack.nf communication between the back-end and the front-end, and there are many pmbl_ems in de!iver;f:
5. Ppor delivery quality, poor settlement, and accumulation of accounts receivable affect cash flow;
6. The ﬁum_pany does not haw_e channel suppliers for unified products, and does not kn_uw which supplier's
products to recommend when selling;
7. Anxl.-jn Academy hlas not been updated__ fgr a long time, ar‘uf‘J th?re is no training, which has a aertain. negative impact on
Anxun's brand, and customers doubtl whether the_c:ompanfli_s c:i:rer?ating normally;
8. The testing of new products after they were Iauncth:I was_very unsatisfactory [assistsllnt inﬁestigatinn platform and talent empowerment plaﬁurm].
Cuslomers were interested_ in the anti-fraud publicity toolbox, but the product could not be Iauncliled for a long time;
8. Thers & [y prelzms wil e cels preeszes. wmﬁmmﬂu@mmmmmm

collaborative work efficiency is too low and internal friction is serious;

10. The F’F_‘T i_s too long and the customers cannot understand it. The distric.’g and county PPT can be modified.
11. The sales project mnt_ract is d'rfﬁcult to find, and the node review is complicated. After the salesperson leaves, it is difficult
for the new emplaye_el_'tﬁ connect with the work. It isrecommended to use the sales CRM system to improve work efficiency and

standardize the sales prnn:Ess_ This work is currentlfbeing followed up by Li Zhengkia.



Anonymous anti-tracing wall quotation

sanal number pdeUCt nSmEJ

Funciions and parameters

quantity

Remark

1. Software part

Internet setting module

1. Supports DHCP, static IP and dial-up

Internet access;

2 ‘Supports restarting or shutting down ANS services and

replacing ANS nodes

Anonymous service modubs

It can provide two anonymous links, ancnymaus service and onian

network, bo flexibly choose anonymous Internet access methods.

“Anonymaous anti-

madubs

tracing wall® systam MATC service

It can provide users with port mapping services. Through
user-defined port mapping rules, the IP port in the
"Anonymous Anti-Tracing Wall" device can be mapped

to the port of the specified server IP.

Dark web access module

1. Support access 1o private netwark-specific Shensuanzl and Anxun -

Cloud dark network QB information platforms;

2. Supports accessing all dark web resources on the public nebwork

through a specific brawser

Provide a one-year free

upgrade and update service for the

entire gystem-related software

2. Hardware part

2 “Anarymous anli-lracing wall*

1. Architecture: ARM
2. Length, width and height 28.2°16.1*4.3(cm)
3.CPU: Dual-core 800MHz
4. Memory: 512MB DDR3

5.4 10/100M adaptive LAN
6.1 10/100M adaptive WAN []
7.1 power input ports

8. 4G Internet access: supported

Provide one-year free
maintenance service for the entira

syatem-related hardware

Total price

RMB (uppercase): one hundred and twenty thousand yuan

illustrate: 1. The above prices include tax, with a tax rate of 13%;

2. The product provides free after-sales maintenance services for one year from the date of delivery;

3. The renewal amount for the second year is RMB 1,120,000.
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